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Abstract
While cryptography is often positioned as inherently pro-social,

its methods and deployments can have both beneficial and harm-

ful effects on users and society. Despite the dual-use nature of

cryptographic research, it remains unclear whether the crypto-

graphic community shares a common operational account of the

ethical responsibilities its researchers adhere to.We conducted semi-

structured interviews with 20 cryptography researchers, spanning

theory and applied cryptography, and including junior and senior

community members. Using qualitative data analysis, we examine

howparticipants relate their research to ethics, the role of normative

and ethical considerations in motivating their work, and how they

reflect on the broader social and political responsibility of cryptog-

raphy. Our findings indicate that ethics in cryptographic research

is largely implicit, distributed, and conditional rather than explicit.

Ethical considerations rarely serve as primary motivations; instead,

they emerge situationally, shaped by proximity to application, and

by uncertainty about downstream impact. Considerations of re-

sponsibility and public good are present but articulated unevenly

across participants and contexts. Drawing on participants’ perspec-

tives, we outline actionable recommendations and community-level

mechanisms, such as venue-specific guidance and repositories of

exemplar cases, that encourage ethical reflection and responsibility

in cryptographic research while addressing researchers’ concerns

about potential constraints on scientific progress.
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1 Introduction
Cryptography research is widely perceived as pro-social, yet it has

both positive and negative impacts on humans. Cryptography re-

search output contributes to software and hardware products that

can safeguard user privacy and security. This ranges from basic

cryptographic primitives, such as public-key encryption and signa-

ture schemes [16, 50], to widely deployed communication protocols

using those, such as the Signal secure messaging application [56],

and dedicated privacy-preserving services, such as the Tor network

[59]. However, those cryptographic tools can also facilitate user

surveillance, censorship, exclusion, or misuse, depending on how

they are designed, deployed, and governed. A prominent example

emerged from the Snowden disclosures, which revealed extensive

U.S. government surveillance activities and the intentional weak-

ening of standardized cryptographic schemes such as Dual EC [12].

Cryptography is also used offensively in cybercrime, e.g., in the

form of cryptographic ransomware [11], as anticipated in academic

work introducing the concept of cryptovirology [66].
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Does the cryptography research community reflect on these

ethical tensions? In an influential essay, Rogaway [51] argues that

cryptography has an inherent socio-political and moral dimension

that contemporary academic cryptographers tend to overlook -

not because they act unethically, but because the field has lost

sight of its potential to shape society. Subsequent work echoes

and extends this perspective. Some cryptographers highlight the

potential of cryptography to support marginalized communities and

grassroots movements [35, 52]. Similar developments are evident

across the broader cybersecurity landscape, where ethical reflection,

supported by frameworks such as the Menlo Principles [18], is

gaining prominence but remains unevenly integrated into research

practice [57].

Given this growing recognition of cryptography’s socio-political

implications, is it really the case that – as Rogaway reports – aca-

demic cryptographers tend to respond like “a deer in headlights,

unsure what such a question could even mean” [51] when asked

about their ethical responsibilities?

Our qualitative analysis of 45 cryptography papers published at

USENIX Security 2025 [62] revealed an interesting pattern: while

our examination of USENIX cryptography papers published be-

tween 2021 and 2024 showed that only a small number included

an ethics section at all, even after the introduction of a mandatory

ethics statement in 2025, many cryptography papers stated, at least

implicitly, that their work raised “no ethical concerns.”

Authors who discussed ethical concerns in their statements most

frequently invoked ethics sections to claim social benefit and proce-

dural compliance, especially responsible disclosure and adherence

to the Menlo principles. Substantive engagement with dual-use,

surveillance, or downstream harm was rare.
1

This suggests that ethics sections may, at least in some cases,

reflect compliance rather than deeper ethical reasoning, and that

compliance audits alone cannot answer the deeper question of how

cryptography researchers themselves understand the ethics of their

work. What remains unclear, therefore, is how cryptography re-

searchers understand ethics and responsibility beyond such formal

requirements. This is critical from a security perspective, as these

underlying perceptions shape how threat models are defined, risks

are prioritized, and cryptographic systems are ultimately designed

and deployed in practice.

To address this gap, we conducted a qualitative interview study

with a diverse set of cryptography researchers. Our aim was to

move beyond surface-level compliance and examine underlying

ethical mindsets, perceptions of responsibility, and views on the

broader impact of cryptographic research. This study is guided by

the following research questions:

RQ1 How do cryptography researchers perceive the relationship be-
tween their research and ethics?

RQ2 To what degree do normative and ethical considerations moti-
vate the research trajectory of cryptographers?

RQ3 Do cryptography researchers consider broader social or political
responsibility of their work?

1
All materials related to our systematic analysis of USENIX Security 2025 cryptography

papers and their ethics sections, including an outline of the study and its results, the

developed codebook, and the ATLAS.ti file containing the coded data, are available at:

https://doi.org/10.5281/zenodo.22658755

The term ethics in relation to scientific research is often used in

the sense of good scientific practice or scientific integrity, focusing
on the trustworthiness and quality of scientific research itself. In

this paper, we are additionally interested in a broader sense of

ethical considerations: considerations involving judgments about

who may benefit from a research project, which outcomes are

seen as desirable or harmful, which risks are considered acceptable

and for whom, and how assessments of social relevance shape

research priorities. This also includes reflections on power relations

embedded in technological developments and research agendas,

as well as judgments about which research questions or funding

sources are out of bounds.

This broad understanding of ethical considerations reflects work

in philosophy of science that emphasizes the value-laden nature

of scientific practice [20, 21]. It encompasses both general ethi-

cal values (such as well-being, autonomy, and justice) and more

domain-specific values prevalent in cryptography and computer

security, such as privacy and security. It is compatible with views

in Science and Technology Studies highlighting the political and

economic dimensions of technical artifacts and scientific research

(e.g. Winner [64]), and with related concerns about the societal and

political implications of cryptography in the contributions by Rog-

away [51], Rosenbloom [52], and Kamara [35]. We do not assume or

endorse any particular moral theory in this work. Rather, our aim

is to capture how researchers themselves articulate and navigate

ethical considerations, independent of whether these align with

consequentialist, deontological, or other ethical frameworks.

Our findings show that cryptography researchers rarely articu-

late ethics as an explicit or guiding dimension of their work. Instead,

ethical considerations tend to remain implicit and become salient

only under specific conditions, such as proximity to application,

deployment, or visible downstream consequences. Ethical responsi-

bility is commonly acknowledged but framed as partial, uncertain,

and distributed across communities and institutions rather than re-

siding with individual researchers. As a result, ethical engagement

in cryptography appears less as a stable orientation and more as a

situational, context-dependent practice that varies across areas and

research contexts.

Based on our findings we outline actionable recommendations

and community-level mechanisms, such as venue-specific guidance,

to encourage ethical reflection and responsibility in cryptographic

research. Our work supports more systematic ethical reflection,

which, in turn, can strengthen scientific outcomes by improving

the anticipation of adversarial contexts, reducing dual-use risks,

and supporting more robust and responsible deployments of cryp-

tographic systems.

2 Background and Related Work
We discuss related work in two key areas: essays on ethical con-

siderations in cryptography research and work on ethics in the

broader security field.

Essays onEthical Considerations inCryptographyResearch.
Rogaway [51] argued in 2015 that cryptography has an inherent

socio-political and moral dimension warranting greater attention

from the research community. With this statement, Rogaway has

joined a long tradition of calls for attentionwithin the cryptographic
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community: Chaum [14] already warned in 1985 of private and state

actors conducting mass surveillance on an unprecedented scale.

He suggested cryptographic solutions that would enable society to

benefit from digital communication and transactions without sacri-

ficing privacy. Building on such work, the cypherpunk movement

in the 1990s was convinced that cryptography is vital in defending

social values [28]. They opposed the US government’s efforts to

restrict strong encryption at the time and believed in cryptogra-

phy’s potential to protect individuals from government overreach

and authoritarian control. The WikiLeaks platform embodies the

cypherpunk ethos of promoting privacy for ordinary individuals

and transparency for powerful institutions [5].

Some cypherpunks’ normative visions are radically anarchist or

libertarian, which Narayanan [43, 44] suggests limited their broader

appeal. But the normative potential of cryptographic research and

technology is not restricted to libertarian dreams: Kamara [35]

argues that cryptography can be highly helpful to marginalized

communities, and that academic researchers can contribute by in-

vestigating threat models and solutions tailored to this purpose. In

a similar vein, Rosenbloom develops a framework for cryptogra-

phers to empower grass-roots movements and marginalized people,

referring to a “moral and ethical obligation of all cryptographers to

understand the lived impact of their work” [52, p. 32].

Ethics in Security Research. Part of the current attitude of pri-
vacy and security researchers is reflected in the demand for ethical

reflection within the community. A prominent example is theMenlo

Report, developed to support researchers in the ethical assessment

of their own work [18]. Although the report has since been archived

by the U.S. Department of Homeland Security, calls for increased

ethical scrutiny in security research have intensified: Most major

security research conferences have introduced their own ethics

guidelines [9, 31, 61], revised their calls for papers to explicitly

require ethical considerations in submissions [63], or incorporated

research ethics committees into the review process [31, 61]. Beyond

institutional initiatives, there is a growing body of work examining

the ethical challenges inherent in security research and the process

of ethical decision-making [17, 38, 40, 48, 49]. However, the system-

atic study of security researchers’ ethical considerations has only

recently gained sustained attention. Prior work has largely focused

on a limited set of specific issues [19, 26, 37].

Two recent studies are most related to ours. Zhang et al. [67]

examined how ethics requirements are operationalized across top-

tier security venues, surveying a predominantly Chinese researcher

sample. Ramulu et al. [57] analyzed all top-tier security papers pub-

lished in 2024 and conducted interviews with security researchers.

Both papers arrive at the finding that researchers express concern

but struggle to integrate ethical reasoning into practice. Our study

differs from this prior work in three respects. First, we sample ex-

clusively from cryptography researchers. Roughly two-thirds of

that population publish in theory venues with no historical ethics-

statement requirement, which is an analytically distinct setting

from the above studies. Second, while Ramulu et al. identify differ-

ences in ethical engagement across security subfields and highlight

cryptography as a field in which ethical concerns are discussed

less frequently, our analysis reveals heterogeneity within cryptog-

raphy itself. Rather than approaching cryptography as a homo-

geneous field, we systematically examine and identify variation

between more theoretical and more applied research. Third, we

triangulate our interview findings with an analysis of the required

ethics sections in 45 USENIX Security 2025 cryptography papers

(cf. https://doi.org/10.5281/zenodo.22658755). This combines a self-

report perspective from the interviews with an artifact perspective

from the ethics sections for the same community.

3 Methodology
To address our research questions, we conducted a qualitative study

using semi-structured interviews with 20 cryptography researchers

representing diverse areas of cryptographic research (see Figure

1 for an overview of our study methodology). In line with repro-

ducibility best practices, we adhere to [37] and provide an open

science and positionally statement at https://doi.org/10.5281/zeno

do.22660582.

Development of Sampling 
Strategy: 

Theory/Applied and 
Senior/Junior Dimension

Recruitment via Network of 
Crypto Research Team 

Member Based on Sampling 
Strategy

Development of Interview 
Guide

Semi-Structured Interviews 
conducted by 2 Interviewers 

with
n= 20 Crypto Researchers
(11 theoretical, 9 applied)

Thematic Analysis with 
elements of Grounded Theory 

(Qualitative Coding)
by 2 Researchers

Discussions Interdisciplinary 
Research Team

2 Pilot Interviews with Crypto 
Researchers

Figure 1: Overview of the qualitative research methodology.

3.1 Sampling and Recruitment
We used maximal structural variation sampling [36] to capture

diverse ethical perspectives in cryptography research. We focused

on two dimensions: the theory–applied research spectrum and re-

search seniority. These were identified as the most relevant factors

through extensive discussion within our interdisciplinary project

team, which included researchers in cryptography, cybersecurity,

psychology, sociology, and two specialists in research ethics. To-

gether, these dimensions formed a sampling matrix with mutually

exclusive cells that guided the identification of cryptography re-

searchers for recruitment (see Table 1).

We operationalized the theory–applied dimension via a two-

part categorization of cryptography-relevant iCORE A*/A-ranked

venues: First, theory-oriented cryptography and computing venues
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such as Crypto [8], Eurocrypt [7], and FOCS [32], and second,

venues publishing more applied cryptography research or cryptog-

raphy applications such as CCS [2], IEEE S&P [33], and USENIX [62]

(see the full list of conference venues used in Appendix A). We

measured research seniority by the span of publication activity,

classifying researchers as senior if they had published for more

than seven years and as junior if they had published for seven years

or less. We chose the 7-year threshold as a cutoff to distinguish

researchers in the typical duration of a PhD/postdoctoral phase

from those who have transitioned to more senior roles such as

(junior) Faculty positions.

To populate the sampling matrix, we used the Australian CORE

conference ranking
2
to quantify publication activity across com-

puting disciplines for researchers who had published at least one

cryptography-related paper(s) since 2020. Using the CORE venue

classifications, we aggregated publication counts for theory-oriented

and applied-oriented venues. Based on the total number of publi-

cations and their scores for each venue category, we calculated a

publication-orientation score for each researcher. This score was

used to classify researchers as:

• Theory-focused: Participants with more than 70% of publi-

cations in core cryptography and theory venues

• Applied-focused: Participants with more than 60% in applied

venues and "Go-between" participants with a balanced dis-

tribution (40–60%) across theory and applied venues

We adjusted these thresholds to ensure adequate representation

in each recruitment matrix cell. The Go-between group was in-

cluded to see whether researchers who publish equally in theory

and applied venues exhibit distinct ethical perspectives. However,

due to recruitment constraints and the absence of meaningful differ-

ences between these participants and applied-focused researchers,

we did not treat this group as distinct in the final analysis and

included the group in the applied-focused condition.

We calculated research seniority from publication history by

comparing the earliest and most recent publication years, both

overall and for cryptography-related publications. During this pro-

cess, we observed that a substantial number of researchers had

published in other research fields prior to their first cryptography-

related publication. Rather than excluding these individuals, we

retained them as a distinct and analytically relevant group, as their

prior disciplinary background may contribute to the transfer of

ethical perspectives from one research domain to cryptography

(Senior-Juniors in Table 1).

Initially, we contacted researchers identified through the sam-

pling matrix via unsolicited email invitations. Due to a very low

response rate, we subsequently adapted our recruitment approach.

Specifically, we contacted researchers from the sampling list from

our professional network – primarily through the cryptography

researcher in the author group – using more personalized email

invitations. To mitigate potential bias, we deliberately selected par-

ticipants from a broad professional network spanning multiple

institutions and research groups, rather than recruiting primarily

from a single academic circle. This approach aimed to reduce the

2
see https://portal.core.edu.au/conf-ranks/

Theory/Applied
Spectrum

Research Seniority
Senior Senior-

Juniors

Junior Total

Theory-focused 5 2 4 11

Applied-focused 2 4 3 9

Total 7 6 7 20

Table 1: Sampling Matrix and Participants Recruited. Senior-
Juniors are senior researchers in other fields of research (> 7
years experience) than cryptography and juniors in cryptog-
raphy research (≤ 7 years experience)

risk of over-representing shared research cultures or ethical per-

spectives. In the end, we successfully recruited 11 theory-focused

participants and nine security/applied-focused researchers.

3.2 Interview Guide and Procedure
The guide for the semi-structured interviews was designed to allow

ethical topics to emerge spontaneously, without initial prompting.

Participants were not informed in advance that the study focused on

ethics; instead, the interviews were introduced as an investigation

of the practices and motivations of cryptography researchers.

In the initial phase of the interviews, we began with questions

about participants’ backgrounds, what cryptography is from their

point of view, their key research questions, project selection crite-

ria (including how they assess project relevance and impact), and

motivations for conducting cryptographic research.

In the second phase of the interview we addressed ethical consid-

erations explicitly by asking participants whether they viewed their

research as contributing to the public good, whether researchers

should select projects accordingly, what boundaries they would not

cross in their work, how they understood ethics in cryptography

research, and whether ethical implications influence their project

choices. We began the second interview phase with questions about

the public good before explicitly asking about ethics, to assess how

participants naturally articulate values and responsibilities in their

own term and whether they held implicit ethical motivations for

conducting cryptography research. This ordering was intentional

to avoid priming participants with the term “ethics,” which may

carry different interpretations and to better distinguish implicit

ethical reasoning from more explicit, post hoc accounts.

In addition, we developed four vignettes that presented hypo-

thetical but realistic scenarios representing ethical dilemmas, such

as how participants would proceed if they were to break a widely

used encryption scheme (the interview guide can be found at at:

https://doi.org/10.5281/zenodo.22663229. The vignettes were

intended to make ethical issues more accessible, particularly for

participants who had not previously extensively reflected on ethics

and might otherwise have found the topic difficult to articulate.

We presented the scenarios to participants both visually and ver-

bally, encouraged them to reason through the vignettes, and asked

follow-up questions where we felt more context was needed.

The interview guide, including the vignettes, served as a flexible

roadmap for the interviewers, allowing questions to be adapted to
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each participant’s characteristics. Depending on the flow of the in-

terviews, we occasionally added or omitted questions. For instance,

we did not present a specific vignette to a participant if they had

already elaborated on the issue in a different context. The guide was

piloted in two interviews with cryptography researchers from our

institution. As these researchers met the sampling criteria and we

identified no systematic differences between the pilot interviews

and subsequent interviews, we included the pilot interviews in the

final data set and analysis. Following the pilot and throughout data

collection, we refined the interview guide only minimally. While

an adaptive approach is consistent with established methodological

recommendations for qualitative interviewing [27, 39, 65], the core

questions remained unchanged, and refinements were limited to

minor rephrasing and adding sub-questions.

The interviews were conducted remotely between August 2025

and January 2026 and lasted approximately 60 minutes each. Prior

to each interview, participants completed an online questionnaire

that included informed consent and basic demographic informa-

tion. All interviews were audio-recorded and transcribed using

an in-house AI-based transcription tool based on OpenAI Whis-

per [46]. The interviews were conducted in English by two re-

searchers - a psychologist and a cryptography researcher. All tran-

scripts were anonymized by removing personal identifiers and

institutional and country-specific information. As compensation,

we offered all participants an Amazon Gift Card or a PayPal trans-

fer worth $25. Furthermore, the responsible ERB for our institu-

tion reviewed and approved our study procedure (a detailed de-

scription of this study’s ethical considerations can be found at

https://doi.org/10.5281/zenodo.22660582).

3.3 Data Analysis
Our analysis combined a top-down approach based on Qualitative

Content Analysis [41, 54, 55] with inductive, bottom-up elements

inspired by Grounded Theory [13, 24, 58]. An initial coding scheme

was derived from the interview guide questions, reflecting the issues

participants were explicitly asked to address. To avoid reducing the

richness of the data to predefined categories alone, we additionally

allowed new codes to emerge inductively through an open-coding

process. This hybrid approach enabled us to systematically identify

recurring patterns and themes across the interviews. The top-down

component was used to derive codes aligned with the interview

guide and to obtain direct, structured answers to our interview

guide questions. Complementarily, the bottom-up component en-

abled us to capture emergent phenomena and interpretive themes

that were neither explicitly anticipated nor directly prompted by

specific interview questions. Together, these approaches allowed

us to surface novel insights while situating them within a broader

framework defined by the initial coding structure [53].

Two researchers with backgrounds in psychology independently

coded the same five interview transcripts to identify text segments

relevant to the research questions. To ensure consistency and ad-

dress interpretive differences, the researchers then engaged in itera-

tive discussions to compare, refine, and align their coding, adapting

codes as needed to establish a shared analytical understanding.

We did not calculate inter-coder reliability metrics due to the ex-

ploratory and partially inductive nature of our study [42]. Instead,

we employed a consensus coding approach, in which coding deci-

sions were discussed and iteratively refined until near-complete

agreement was achieved - an established practice in qualitative

research of this kind [4, 25].

Following this initial phase, we conducted several rounds of de-

scriptive and thematic coding, progressively grouping open codes

into broader thematic categories. Through this iterative process,

we progressively developed more abstract analytical categories that

captured central themes and patterns in the data, resulting in a pre-

liminary codebook. The emerging themes were discussed with two

experts in ethics research, who contributed additional interpretive

perspectives and helped refine the analytical framework.

The preliminary codebook was then applied to four additional in-

terviews, during which it was further tested, refined, and expanded

to incorporate previously omitted or insufficiently specified codes,

improving coverage of the data. The resulting codebook was then

applied to the remaining 11 interviews and slightly adjusted in

response to these data. Last, we used the finalized codebook (please

find it at: https://doi.org/10.5281/zenodo.22663229) to reanalyze

the first nine interviews. All coding and analysis were conducted

using ATLAS.ti [10].

We conducted interviews until all cryptography clusters in our

sampling matrix were represented and the analysis indicated the-

matic saturation with respect to the research questions. To assess

saturation, we examined whether newly analyzed interviews intro-

duced novel themes or issues that were not present in the existing

data. Once these interviews largely reinforced previously identified

themes rather than introducing substantively new ones, we consid-

ered thematic saturation to have been reached. We also constructed

a comparative matrix to extract research question–relevant infor-

mation from each interview, enabling systematic comparison and

the identification of similarities and differences in how individual

researchers addressed the focal issues of this study. Regarding the

vignettes, we integrated the elicited themes into the overall anal-

ysis, as they largely corresponded to participants’ broader ethical

reasoning.

3.4 Limitations
Some limitations and biases are typical of interview studies and

apply to our work. Below, we discuss three that materially shape

the interpretation of our findings.

Sampling and Recruitment. Cold outreach to researchers in our

sampling matrix gave us a very low response rate. We therefore

recruited primarily through our professional network, using per-

sonalized invitations. Hence, no participant was entirely unknown

to the research team. To mitigate the risk that a single research

culture would dominate our results, we drew on diverse institutions,

sub-areas (from theory to applied cryptography), and career stages

(from junior to senior). The breadth of perspectives we observed

suggests network bias did not constrain thematic coverage.

Generalizability Across Geographies and Demographics.
Two participants in our sample identified as female. While this

skew reflects the current gender distribution of senior cryptogra-

phy research, it clearly limits the insights into gendered experiences

of ethical reasoning. Future work should intentionally oversample

women and gender-minority cryptography researchers to collect
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insights into gendered experiences of authority, mentorship, and

ethical disagreement. Overall, we recruited participants working in

nine countries. When asked about geographic variation in ethical

considerations, they reported no notable differences. The interna-

tional nature of academic cryptography research and the use of

English throughout may both contribute to these findings.

Not Disclosing Study Focus. We did not disclose our study’s

ethical focus during recruitment and presented the interview as an

investigation of general research motivation. To limit participant

priming, we withheld the word ethics until the second interview

phase. However, our four vignettes made ethical concerns concrete

for participants who had not previously reflected on them. Partici-

pants were debriefed after the recording ended. However, a small

risk remains that participants inferred the ethical focus during the

interview and adjusted their responses accordingly.

4 Results
Below, we report the findings of our interview study with cryptog-

raphy researchers on their perspectives on ethics in their work. To

report our qualitative findings, we use quantifiers (see Table 2).

1-3

..
..
..
..
..
..

4-7

..
..
..
..
..
..

8-11

..
..
..
..
..
..

12-15

..
..
..
..
..
..

16-20

A few Some Several Many Most

0% 15/20% 35/40% 55/60% 75/80% 100%

Table 2: Quantifiers used to report our qualitative findings

4.1 Participant Demographics
Participants in our study (n = 20) were between 28 to 60+ years old.

Two participants identified as female, while all others identified

as male. Participants were employed at institutions across nine

countries in Asia, Europe, and North America and reported 4 to

30+ years of experience as cryptography researchers. We present

selected participant demographics in Table 3. To minimize the risk

of participant deanonymization, not all demographic variables are

reported or linked to a participant in Table 3. For example, infor-

mation on the countries or continents in which researchers were

employed at the time of the interviews is omitted, as in some cases

there may be only a small number of cryptography researchers

within a given country publishing in A*/A-ranked venues, increas-

ing the risk of identification.

Apart from one notable exception, no systematic differences

emerged in the data based on research seniority and geographic

information. The exception concerned very senior researchers with

more than 20 years of experience, who tended to take a more com-

plex perspective, manifesting in more explicit and unprompted

elaborations of ethical considerations in their research. While we

do not stratify our analysis by years of experience, we occasionally

note this distinction where relevant. Regarding geographical differ-

ences, in addition to having an international sample, we specifically

asked participants with international careers whether they had ob-

served differences in ethical practices across countries. Participants

reported no meaningful differences, with some suggesting that this

similarity may reflect the international nature of academic careers

and research practices. In light of this and the absence of systematic

geographical differences in our data, we did not pursue geography

as a distinct dimension of further analysis. Last, when participants

were asked to position themselves on the theory–applied spectrum,

their self-assessments largely aligned with their placement in the

sampling matrix (see Table 3).

Our findings indicate that ethics in cryptographic research is

largely implicit, distributed, and conditional rather than explicit.

Below, we unpack and substantiate this high-level observation

across multiple analytic dimensions.

Participant Gender Research Orienta-
tion (sampling/self-
reported)

Seniority

P01 Male Applied/Applied Sen-Jun

P02 Male Theory/Theory Sen

P03 Male Theory/Theory Sen

P04 Male Theory/Theory Sen-Jun

P05 Male Theory/Theory Sen-Jun

P06 Male Applied/Applied Jun

P07 Male Theory/Mixed Sen

P08 Male Applied/Applied Jun

P09 Female Applied/Applied Sen-Jun

P10 Male Theory/Theory Jun

P11 Female Theory/Theory Jun

P12 Male Applied/Applied Jun

P13 Male Applied/Applied Sen

P14 Male Applied/Applied Sen-Jun

P15 Male Theory/Theory Jun

P16 Male Applied/Applied Sen-Jun

P17 Male Theory/Mixed Sen

P18 Male Theory/Theory Sen

P19 Male Theory/Theory Jun

P20 Male Applied/Applied Sen

Table 3: Participant Demographics

4.2 Ethics was not Often the Starting Point in
the Interviews

Although there were a few exceptions, ethical considerations rarely

emerged spontaneously as a topic of conversation during the initial

interview phase whenwe did not explicitly prompt for them. Ethical

considerations were largely absent when we asked participants

to describe cryptography research and its primary goals. While

some participants characterized cryptography as concerned with

protecting privacy or ensuring security, these statements were

typically framed in technical or functional terms rather than as

explicit ethical commitments.

For some participants, however, ethical considerations became

more evident later in the interviews, unprompted, particularly in

more specific questioning about how they decidewhether a research

project is sufficiently relevant to pursue and how they assess the

impact of their work. For example, when reflecting on criteria for

project relevance, one participant mentioned deliberately avoiding

research on key-escrow and related chat-control mechanisms, citing

ongoing political debates and personal reservations about working

on such topics.
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Participant Explicit ethical
considerations
without cue

Explicit ethical
considerations
when cued

Considers
ethical

implications of
research
projects

Ethical
engagement

beyond
individual
research

Ethics heatmap

A
pp

li
ed

P01

P06

P08

P09

P12

P13

P14

P16

P20

T
he

or
y

P02

P03

P04

P05

P07

P10

P11

P15

P17

P18

P19

Ethical
Salience

High

Low

Table 4: The table captures when ethics entered the conversation and the forms of ethical engagement reported. The accom-
panying heatmap visualizes the relative salience of ethical reflection expressed during each interview. Each tick represents
one indicator and contributes one point to the heatmap score, ranging from 0 (no indicators present; lightest shade) to 4
(all indicators present; darkest shade). Indicator presence was determined through qualitative coding and discussed by two
researchers.

Some participants mentioned ethical considerations only when

directly prompted by questions about whether their research con-

tributes to the public good. Their responses suggested that although

ethical considerations were not at the top of their mind and did not

arise spontaneously, participants still engaged with the topic reflec-

tively, indicating that they had previously considered the ethical

aspects of their research. In contrast, some participants’ responses

suggested that ethics was neither a relevant consideration in their

research practice nor had been in the past. These participants often

struggled to articulate views on social good or ethics. Notably, in

a few cases, responses to questions about their understanding of

ethics conveyed considerable uncertainty, with participants strug-

gling to formulate or elaborate on an answer. Table 4 provides an

overview of participants and the relative salience of ethical consid-

erations in their interviews.

More generally, how and when participants first engaged with

ethical concerns in the interview strongly indicated the depth of

their subsequent ethical reflections and engagement in their work.

Participants who raised ethics unprompted early on engaged more

extensively with ethical questions throughout the interview and

demonstrated that ethical reflections were already part of their

thinking, whereas those who addressed ethics only when prompted

tended to provide briefer and more limited responses later on and

generally expressed less influence of ethical considerations in their

research practices.

Key Insights: How and when participants first engaged with eth-
ical issues in the interview was a strong indicator of the depth
of their subsequent ethical reflections and engagement in their
work.

4.3 Ethics is Rarely the Primary Driver of
Researcher Motivation

Explicit ethical reflections were rarely our participants’ initial moti-

vation for their research and do not function as a driver for entering

the field or choosing research topics. Only some participants explic-

itly stated that ethical considerations, such as the broader moral

or societal implications of their work, were a core motivation for

conducting their research or for shifting their research focus over

the course of their careers:

“R: ...I think today I would say the motivation is actually still
coming from real-world applications. So I would consider my-
self, maybe call it a real-world cryptographer. So not so much
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on the theory side, but really trying to understand how cryp-
tographic systems work in the real world and how we can
improve them (...). But so I still find it very fascinating. And
the idea that cryptography allows the common people to protect
their communications from extremely powerful adversaries, I
still find it extremely cool.” — P13

Rather than being driven by explicit ethical considerations, re-

search motivation and topic choice were primarily shaped by:

Interest and Curiosity. Most interviewees stated that their en-

gagement in cryptographic research was interest- and curiosity-

driven, describing it as one of the strongest motivators for their

work. This included the desire to explore new ideas, pursue research

for fun, and transform ideas into tangible results. Participants se-

lected research projects based on their personal interests, previous

work, or existing knowledge, while consciously avoiding topics they

found tedious or unappealing. Their engagement was also fueled

by the intellectual challenge of the work and a pronounced need for

cognition. Participants reported being motivated by the satisfaction

of thinking deeply, solving complex problems, and understanding

intricate cryptographic systems. For some, the freedom afforded by

career stability, such as a tenured position, allowed them to take

risks on high-interest questions, and one participant reported pursu-

ing cryptographic research even in their leisure time, reflecting the

deeply personal and curiosity-driven nature of their motivations.

Practical Applicability. Many participants emphasized practical

applicability and real-world impact as key drivers for their research.

They often selected topics and projects based on the potential to

transfer cryptography theory to applications, achieve short-term or

tangible impact, or target relevant protocols and realistic cryptana-

lytic attacks. Practical relevance was also linked to industry needs

and the balancing of security and efficiency in applied contexts.

Some participants described applied research as a way to bridge the-

ory and real-world application, emphasizing that the possibility of

concrete application or economic benefit shaped their work. A few

researchers mentioned societal protection as a central consideration.

However, in general, practical applicability was mentioned in the

context of other goals, such as visibility, adoption, and real-world

use, rather than explicit ethical goals.

Career and Structural Factors. Some participants described how

the academic system incentivizes publication, with researchers feel-

ing pressured to produce results quickly or align their research

with topics that support funding opportunities. Job security and

long-term employment also influenced project selection, with a

few participants choosing research areas based on career prospects,

funding availability, or alignment with institutional priorities. For

example, post-quantum cryptography was sometimes pursued due

to PhD funding opportunities, while other research topics were

selected to address existing research gaps or capitalize on over-

lapping expertise. In this context, practical and scientific interests

were sometimes secondary to structural drivers such as career ad-

vancement, job stability, and funding constraints. This finding is

somewhat illustrated in a statement of P08:

“I also kind of, I guess it’s hard to say exactly why I work on
certain things, but there are different motivations sometimes,
like, I guess it’s a complicated question, like, working, like, sort
of, publish, there’s like this sort of pressure to sort of publish
that some people feel more or less. And so sometimes you work

on problems that you think you can solve, like, in not too much
time. Like, so, like, using sort of tools that you know, and so
sometimes there’s that. Sometimes it’s, like, so there’s sort of
an efficiency element to working to some extent, I find.” — P08

Social and Community Impact. A fourth motivation stemmed

from social and community impact in the research environment.

Several participants described how collaborations, supervisors, or

student interests guided their choice of research topics, with project

relevance shaped by discussions within their teams or the broader

community. A few participants emphasized that being part of an

interdisciplinary, and collaborative environment motivated them to

pursue certain topics. Overall, colleagues, students, and the wider

community played an important role in directing attention toward

specific problems and sustaining engagement.

Key Insights: While there were exceptions in our data set, ex-
plicit ethical reflections rarely motivated participants to conduct
cryptographic research and were not reported to be drivers for
entering the field or choosing research topics.

4.4 Ethics is Triggered by Proximity
More explicit ethical considerations in cryptographic research seem

to enter the reasoning process later, after the primary motivating

factors, when research engages with tangible consequences, applied

contexts, or user-facing outcomes.

Several interviewees reported that researchers in applied or

security-focused areas tend to be more ethically aware, discussing

potential misuse and societal consequences. The degree of explicit

ethical reflection also depends on the specific research question and

context. Ethical considerations are most visible in projects where

consequences can be anticipated - when research might influence

deployed systems, industry adoption is foreseeable, or policy impli-

cations are explicit. In applied fields, responsibility is more readily

felt, and ethics is considered in design decisions or when evaluating

disclosure.

By contrast, ethical considerations received less attention by our

more theoretical cryptography participants, where the potential for

misuse is less obvious, the practical impact is harder to judge, and

technical and ethical discussions are rarely combined. In this con-

text, ethics is rarely considered during peer-review, and perceived

as irrelevant to the work as illustrated in a statement of P02 when

being asked what their understanding of ethics in cryptographic

research is:

“Right. So, the next question for me is that, I think, I don’t
have to ask myself the question, right? I do theory. I publish,
like, theorems, you know, I never code anything. I will not
break things or, like, influence by, like, deploy something that’s
insecure by mistake or something like that. Right. I mean, it’s
kind of a weird setting.” — P02

In more theory-driven cryptography research, projects are often

conducted in a bubble, with few social or political considerations,

and little expectation that ethical responsibility should guide the

work.

Key Insights: Explicit ethical reflections in cryptographic research
are situational and contingent, emerging primarily when research
is sufficiently close to application or deployment, or involving
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visible societal downstream consequences, and varying strongly
across areas and communities within the discipline.

4.5 The Theory–Applied Spectrum Structures
Ethical Awareness

In alignment with the previous section, our analysis indicates that

the theory–applied spectrum constitutes the strongest organiz-

ing dimension shaping how ethical considerations are articulated

across interviews. Researchers oriented toward applied cryptogra-

phy were more likely to mention ethical aspects unprompted and

to consider ethical implications when selecting research projects.

At the extreme end of the spectrum, this manifested in a high level

of ethical engagement that extended beyond individual research

projects, including the involvement in official letters to govern-

ment bodies about cryptography-related concerns or explicitly in-

tegrating ethical reflection into teaching, for example, by assigning

Rogaway’s paper to students. By contrast, theoretical researchers

more frequently struggled to address ethical questions and often

described ethical considerations as distant, neutral, or irrelevant to

their work. At the end of this spectrum, a few interviewees appeared

overwhelmed by questions about ethics and explicitly rejected the

notion that their work entailed any ethical responsibility beyond

standard scientific practice.

At the same time, our data reveal important exceptions that indi-

cate the influence of additional factors beyond the theory–applied

spectrum. In particular, the specific research topic within an area

emerged as a relevant moderating factor. For example, one partic-

ipant who predominantly publishes at security conferences and

identifies as an applied researcher nevertheless reported little en-

gagement with ethical considerations, emphasizing that their al-

gorithmic work had no direct application or immediate impact.

Conversely, a few researchers who primarily published at theory-

oriented venues demonstrated substantial ethical awareness due to

sustained interest in applied research within the field of cryptogra-

phy, frequent interaction with applied researchers, or long-standing

personal engagement with ethical questions. In these cases, how-

ever, ethical reflection was not closely tied to their specific research

and rather presented a general interest.

Finally, our data suggest that seniority may play a complemen-

tary role in shaping ethical reflection. Participants with more than

20 years of experience consistently articulated more complex, re-

flective, and experience-based perspectives on ethics. This appears

to be less influenced by the research area alone and more related to

career stability and long-term exposure to real-world consequences,

which may enable senior researchers to take a broader perspective

on the societal implications of their work.

Key Insights: The position on the theory–applied spectrum seems
to strongly indicate ethical awareness and engagement, with ap-
plied researchers being more likely to engage with ethical consid-
erations. Moreover, additional factors, such as specific research
topics, personal engagement with ethics, and researcher seniority,
appear to influence ethical reflections.

4.6 Public Good is Deferred Rather Than
Decisive

A few participants explicitly stated that their own research does

not primarily contribute to the public good - describing its benefits

as flowing mainly to companies or to relatively narrow expert

communities downstream. This is illustrated by P06:

“Maybe not to the public, but, to a small community. I guess
like, I mean, you have a community and then there’s people
that, you look up to into, in the community and you, you know,
you try to do work that, other people in the community who
you look up to would, would think is, is good work...” — P06

However, most interviewees expressed a general belief that their

work, and cryptography as a field more broadly, contributes to the

public good. This view was shared by both theory- and applied-

focused participants. At the same time, our data indicate variation

in how participants articulated their contribution to the public good.

Rather than functioning as a clearly defined evaluative criterion,

participants typically situated their research at different distances

from application with corresponding downstream societal impact.

Public Good as Societal Protection and Practical Impact. For

about half of the participants, contributing to the public good was

closely associated with societal impact, security, and the protection

of users in concrete contexts. These interviewees framed crypto-

graphic research as serving the public good by enabling secure and

private communication, protecting common people from adver-

saries, and safeguarding digital infrastructure. Examples included

work on secure messaging, end-to-end encryption, post-quantum

security, and standards development. Some emphasized privacy

as a fundamental human right and described cryptography as a

practical solution for protecting private data, securing everyday

communication tools, or preventing large-scale infrastructure fail-

ures. Even when potential negative impacts were acknowledged -

such as tensions around end-to-end encryption - these were often

positioned as secondary to an overall sense of providing security

or societal benefit.

Public Good as Advancing Knowledge and the Field Itself.
Some participants articulated a more epistemic understanding of

the public good. For them, contributing to the public good meant

advancing theoretical knowledge, strengthening the cryptographic

field, and contributing to academia or the cryptographic research

community. In this view, research serves the public good by ex-

panding understanding, producing publishable results, supporting

teaching, and maintaining open science practices, regardless of

whether immediate applications or societal effects are visible.

Public Good as a Difficult or Indeterminate Concept. Some

participants explicitly stated that the public good is difficult to

define. Some expressed concerns about differing moral views, po-

litical reinterpretation, or the risk of restricting research agendas

by imposing narrow or immediate notions of social benefit. A few

questioned whether research should be evaluated primarily through

the lens of public good at all, emphasizing that predicting societal

impact is inherently uncertain.

The Public Good as Deferred and Conditional. Across inter-
views, even when participants expressed confidence that crypto-

graphic research contributes to the public good, this contribution

was rarely described as immediate or direct. Importantly, these
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reflections emerged both when participants discussed their own re-

search and when they were asked whether other researchers should

consider the public good when choosing research topics. In both

contexts, contributions to the public good were typically framed

as deferred, indirect, and conditional on developments beyond the

individual researcher’s control. Many participants emphasized that

research precedes adoption and that societal benefits depend on

whether ideas are implemented, standardized, or adopted by indus-

try, policymakers, or other downstream actors. As a result, con-

tributing to the public good was often described as a potential rather

than an assured outcome. Interviewees highlighted the difficulty of

predicting which results would ultimately be deployed, how they

might be used, and whether they would have positive or negative

effects in practice. Some stressed the importance of a long-term

perspective, noting that cryptographic ideas may take years or even

decades to materialize in real-world systems, if at all.

This temporal distance from application shaped normative ex-

pectations about responsibility. Most participants agreed that theo-

retical and foundational cryptography research does not and should

not have to be guided by considerations of immediate public good.

When asked explicitly whether researchers should take public good

into account when choosing research topics, interviewees consis-

tently emphasized the legitimacy and necessity of curiosity-driven,

foundational work, even without clear societal impact.

Key Insights: While most participants stated that cryptographic
research does and should contribute to the public good, this con-
tribution is understood in diverse, indirect, and often delayed
ways, leaving the public good as a background justification rather
than a concrete criterion for research choices.

4.7 Ethics Means Different Things
When specifically asked about their understanding of cryptography

ethics, participants did not converge on a single, shared interpreta-

tion of what “ethics” means. Instead, two dominant interpretations

emerged - ethics as research integrity and ethics as societal impact

- alongside a small number of more specific interpretations.

Ethics as Research Integrity and Good Scientific Practice.
One prominent understanding frames ethics primarily in terms of

scientific integrity and good research practice. In this view, ethics

was associated with honesty, rigor, transparency, responsible disclo-

sure, peer review, (mandated) ethics statements, and open science

practices. Some participants emphasized adherence to established

norms of scientific conduct, while a few argued that ethical behav-

ior is already deeply embedded in cryptographic practice, much as

in other areas of research. When asked about ethical considerations

in their work, a few theoretical researchers explicitly referred to

following good scientific practice standards, such as careful verifi-

cation of results, rather than reflecting on broader societal conse-

quences. This finding is illustrated in a statement of P11:

“I actually have to say that I, given that I’m so theoretical,
I don’t think so much about the ethics of the content of my
research. To be very honest, like if, like, as I said, everything is
online. If people read it, they will understand that I’m not like
doing research on people. I, it’s like, it’s only mathematical
objects. I don’t think that there’s a big ethic problem. What I
think, the ethics questions I actually run over most time in my

everyday life are more the way how we do research. Like, how,
like, how do we talk to each other, like the way when we do
reviews, what reviews do I accept on concurrent work...” — P11

Ethics as Societal Impact. A second, distinct understanding framed

ethics in terms of societal impact and broader consequences of cryp-

tographic research. Here, participants referred to issues such as

public good, power asymmetries, surveillance, misuse, responsible

disclosure, political implications, and downstream social effects. Un-

like integrity-based ethics, this interpretationwas often described as

subjective, difficult to predict, or beyond individual control, particu-

larly in highly abstract or foundational research. Most interviewees

held this view, emphasizing uncertainty about how cryptographic

work might be used or misused and expressing ambivalence about

personal responsibility for future outcomes.

Other Interpretations. Beyond these two dominant framings, a

few participants associated ethics with other or more particular

meanings. In one case, ethics was linked to experiences of cor-

ruption within a researcher’s institutional environment, without

reference to other aspects of research integrity or broader societal

impact. A few theoretical researchers who struggled to articulate

ethical considerations in relation to their own work referred to

responsible disclosure as one of the few situations in which ethics

might play a role at all. One participant explicitly highlighted open

science procedures as a central ethical concern, emphasizing trans-

parency and accessibility over questions of impact or misuse.

Key Insights: These findings suggest that ethics is not under-
stood as a unified concept, but rather in partially overlapping
ways that vary across individuals and areas. As a result, some
researchers may perceive themselves as already addressing ethi-
cal responsibilities through established scientific practices, even
in the absence of explicit engagement with broader societal or
political considerations.

4.8 Ethical Boundaries Exist, but Mainly as Red
Lines, not Guiding Principles

We asked participants if there were certain things that they would

never do in their research regardless of the potential benefits. Par-

ticipants articulated a range of situations in which they would not

engage in certain types of research, but these limits were typically

framed as exceptional cases rather than as criteria shaping everyday

research decisions.

CommonRefusal Zones andHarm-Based Boundaries. Across

interviews, we identified different “red lines” that participants

would refuse to cross, primarily motivated by concerns about direct

harm to people. These included refusing to build cryptographic

backdoors, opposing projects that enable mass surveillance or cen-

sorship, and declining research perceived as harming the public. A

few participants explicitly stated to reject work connected to war-

oriented applications, military projects that could harm civilians,

or non-disclosure arrangements tied to military funding.

Integrity- and Methodology-Based Boundaries. In addition

to harm-based refusals, participants described ethical boundaries

grounded in scientific integrity and research methodology. These

included refusing to fabricate or manipulate data, resisting un-

ethical academic practices despite personal or career costs, and
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adhering to standards of good scientific practice. Practices such as

reproducibility requirements, artifact submission, and open science

- particularly in applied cryptography venues - were framed as

concrete ethical safeguards already embedded in the field.

Military, Political, and Intellectual Property Boundaries.
Ethical boundaries also emerged around military and political in-

volvement. While views varied, some participants expressed dis-

comfort with direct military collaboration, political interference, or

privacy-undermining uses. A few described mixed feelings about

military use of cryptographic research, noting that acceptance of de-

fense funding depended on context, transparency, and intended use.

Others opposed patents and proprietary restrictions, particularly

when these limited public benefit or enabled harmful applications.

Absence, Vagueness, and Hypothetical Boundaries. While

most participants were able to articulate ethical red lines when

explicitly asked to reflect on their boundaries, the majority of these

limits referred to hypothetical scenarios rather than lived decisions.

Several interviewees reported that they had never actually refused

a research project on ethical grounds and many explicitly stated

that they did not perceive ethical dilemmas in their work. Several

participants did not consider ethics when choosing projects or

did not know whether their research would ultimately be used for

malicious purposes. Others described ethical boundaries in vague or

abstract terms, confining themselves to situations such as avoiding

ill-defined grey zones or complying with standard human-subject

protections.

Key Insights: Ethical boundaries exist, but they are mainly in-
voked in exceptional situations involving visible harm, integrity
violations, or political entanglements, rather than functioning as
guiding principles in everyday research practice.

4.9 Researchers Recognize Responsibility, but
Place Clear Limits on it

Across interviews, most participants demonstrated awareness of

dual-use risks and potential downstream harm. For a few partici-

pants, this awareness emerged early in the interview; for most, it

became explicit when ethical questions were raised, and for a few

only when discussing the vignettes. Across these contexts, intervie-

wees acknowledged that cryptographic research can be misused,

that some technologies have ambiguous effects, and that outcomes

may involve both positive and negative consequences. This aware-

ness extended to concerns about surveillance, law enforcement use,

blockchain applications, funding from private organizations, and

the broader political and societal implications of cryptographic sys-

tems. At the same time, a few participants emphasized that misuse

of cryptography is unavoidable and that, overall, cryptographic

research tends to contribute more to the good than to the bad, even

when negative impacts are possible. Participants provided several

considerations that substantially qualified individual responsibility:

Responsibility as Conditional and Distributed beyond Indi-
viduals. Ethical responsibility was commonly described as condi-

tional rather than absolute. Participants argued that responsibility

increases when consequences are directly connected to researchers’

actions - for example, in cases of negligent behavior, unethical

disclosure, or avoidable harm. By contrast, when outcomes are in-

direct, mediated through downstream actors, or temporally distant,

responsibility was viewed as limited. In this context, the collec-

tive nature of cryptographic research and deployment, involving

research communities, industry partners, standardization bodies,

governments, and users, was highlighted. In this view, individual

contributions were often seen as too small or too embedded within

larger, socio-technical systems to warrant full personal account-

ability, as illustrated here:

“Okay. So should we take all the physicists and hold them
accountable for the atomic bomb? So, no, not all of them. And
once you come to a specific abuse, you’re chaining, right?
You’re chaining a lot of things, right? So now we do. I think
we’d have to reason backwards from a specific case to even try
and get there. It’s probably hard to, to pinpoint it to individual
people because we’re all standing on each other’s shoulders for
building bigger things. You can’t read and disentangle this”
— P14

More generally, community-based consultation, political and

democratic processes at the governmental level, shared norms, and

peer discussions were often seen as more appropriate mechanisms

for ethical reflection than individual responsibility alone.

ResponsibilityConstrained byUncertainty andUnpredictabil-
ity. A second major rationale again concerned the difficulty of

predicting future uses and harms. Interviewees repeatedly empha-

sized uncertainty about how cryptographic research might be ap-

plied, misused, or repurposed over time, as well as ambiguity about

whether particular consequences should be considered good or

bad. Changing definitions, shifting political contexts, and evolving

interpretations of cryptographic technologies further complicated

ethical evaluation. Because future impact was seen as inherently

unpredictable - especially for foundational or theoretical work -

several argued that holding individual researchers accountable for

downstream effects is not realistic.

Key Insights: Responsibility is widely acknowledged but typically
understood as conditional, becoming salient mainly in cases of
clear harm. Uncertainty about downstream use and the collective
nature of cryptographic research often limit individual account-
ability. As a result, responsibility is more often located at the level
of communities or institutions than treated as a guiding principle
in everyday research practice.

4.10 Ethical Discussions Primarily Happen at
the Applied End of the Spectrum

Participants described ethical discussions in cryptography as rather

unevenly distributed across subcommunities. Ethical reflection and

debate were reported to occur primarily within applied and security-

oriented venues, while being rare or largely absent in theoretical

cryptography communities. Interviewees who regularly submitted

to security conferences were more likely to encounter ethical dis-

cussions, whether through conference talks, community forums, or

informal exchanges. By contrast, participants primarily embedded

in theoretical or core cryptography venues emphasized that ethics

rarely feature as an explicit topic at conferences, where ethical con-

siderations are typically limited to issues of scientific misconduct

and adherence to good research practice.
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Shared Normative Assumptions without Explicit Ethical De-
bate. Despite the lack of formal ethical discussions in many venues,

a few participants’ statements pointed to shared normative assump-

tions within the cryptography community. These included the belief

that cryptographic technologies are built to protect people, em-

power users, and resist surveillance or unlawful interception. Such

values were described as implicit rather than explicitly articulated

or debated. Ethics was thus framed less as a set of guiding principles

and more as a background understanding that research should be

socially responsible. Some participants emphasized that ethically

problematic research should be discussed rather than prohibited,

and that ethical reflection should not function as a mechanism to

restrict technical inquiry.

Ethics in Peer Review: Discussion without Clear Respon-
sibility. Ethical considerations surfaced most visibly during the

peer-review process, though inconsistently and contestedly. Some

participants described having raised - or being willing to raise -

ethical concerns as reviewers, for example by asking authors to

elaborate on potential societal impact or misuse. Others, typical

theoretical researchers, emphasized that technical validity and nov-

elty usually outweigh ethical concerns in review decisions. Ethical

analysis was frequently described as secondary to technical contri-

bution. However, a few interviewees expressed uncertainty about

their role as reviewers, including discomfort with acting as ethical

gatekeepers or concerns about being held accountable for allowing

potentially harmful research to pass.

Mandatory Ethics Statements: Awareness or Procedural For-
mality. Mandatory ethics statements - introduced primarily in

security venues - elicited mixed responses. These mechanisms were

mentioned unprompted by some participants, most often by ap-

plied researchers, but also by theory-oriented researchers. Some

interviewees viewed ethics statements as useful prompts that draw

attention to ethical consequences, particularly for papers with clear

societal implications or involving human data, and noted that ethics

sections can encourage transparency or reflection. However, some

participants - especially those from theoretical backgrounds, but

also applied researchers - criticized mandatory ethics statements as

unnecessary, burdensome, or largely procedural, with limited sub-

stantive influence on review outcomes. Ethics sections were often

described as annoying to write, irrelevant for most cryptography

papers, or unlikely to meaningfully affect acceptance decisions. One

participant (P20) articulated that the growing number of formal

submission requirements may dilute, rather than strengthen, ethical

reflection. In this view, ethics statements risk becoming another

procedural checkbox among many administrative steps, encourag-

ing generic, formulaic responses instead of sustained engagement

with the ethical implications of the research.

Key Insights: Overall, ethical discussions are concentrated at the
applied end, while remaining largely absent from theoretical
venues. Where ethics is present, it is often implicit, informal,
and unevenly integrated, shaped by venue norms and percep-
tions of practical impact. Institutional mechanisms such as ethics
statements increase visibility but are widely viewed as limited in
influence, particularly for theory.

4.11 Rogaway’s Moral Argument as a Shared
Reference

At the end of the interviews, we asked participants whether they

were familiar with Rogaway’s paper on the moral character of

cryptographic work. Many participants reported familiarity with

the paper including its core arguments while some - primarily

theoretical researchers - were not familiar with it. A few applied

participants also unpromptedly referenced other ethics-focused

work in cryptography (e.g., by Kamara and Rosenbloom), indicating

some prior engagement with the broader ethics literature.

Participants familiar with Rogaway’s paper generally aligned

with its core concerns, particularly its emphasis on the political

dimensions of cryptography and the need for greater reflection

on social impact. Nevertheless, they expressed ambivalence, men-

tioning difficulties in defining the public good, uncertainty about

downstream consequences, and disagreement over whether such

ethical judgments should rest with individual researchers or with

political and governmental processes. While Rogaway’s work was

seen as influential in shaping ethical discourse, a few participants

noted that its impact has remained largely discursive, with limited

translation into concrete changes in research practices or priorities.

5 Discussion
Below, we briefly answer our research questions, contextualize our

work, and provide actionable recommendations for the community.

In relation to RQ1, our participants generally perceived ethics

as adjacent to rather than embedded within their research. Ethical

reflection was mainly associated with specific moments such as

disclosure or application contexts. Rather than being framed as an

integral part of everyday research practice, ethical considerations

often appeared implicitly (e.g., in references to generally protecting

privacy). This was especially evident among theoretical researchers,

who rarely expressed explicit ethical considerations connected to

their work. Overall, ethical relevance was typically understood

in terms of indirect, delayed, or uncertain impacts, leading to a

framing of ethics as awareness rather than accountability.

With respect to RQ2, while there are exceptions, normative and

ethical considerations played a limited role in motivating crypto-

graphic research or shaping topic choice. Research directions were

instead primarily driven by intellectual curiosity and technical

challenge. Where ethical commitments existed, they were usually

secondary and rarely articulated as initial motivations, becoming

salient mainly in response to concrete scenarios or perceived down-

stream implications.

Regarding RQ3, broader social and political responsibility was

widely acknowledged but rarely operationalized. Participants often

associated cryptography with societal goods such as privacy and se-

curity, but these effects were typically framed as indirect rather than

as direct obligations informing research decisions. Some researchers

expressed skepticism toward strong individual responsibility claims,

instead emphasizing collective or institutional mechanisms for ad-

dressing ethical and societal impacts.

Relating our Interview Data Analysis to the USENIX 2025
Ethics SectionAnalysis. In our analysis of ethics sections in cryp-

tography papers published at USENIX Security 2025 [62] we found
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that, despite mandatory ethics statements, many papers implic-

itly or explicitly stated that their work raised no ethical concerns.

Where ethical considerations were discussed, authors primarily

emphasized social benefits and procedural compliance, while sub-

stantive engagement with issues such as dual use, surveillance, or

downstream harms was rare (more information on the results can

be found at: https://doi.org/10.5281/zenodo.22658755). Given that

we classified USENIX Security as an applied-focused venue, our

findings suggest that the greater ethical awareness expressed by

applied-focused researchers in our interviews is not necessarily

reflected in these ethics statements. However, as theory-focused

venues typically do not require ethics statements and such dis-

cussions are largely absent from their papers, we could not di-

rectly compare them. Nevertheless, these findings indicate that

both theory- and applied-focused cryptography researchers should

be further encouraged to critically reflect on the potential ethical

implications of their work.

Relating to Previous Literature. Our findings align with Ra-

mulu et al’s [57] work on ethical decision-making in the broader

computer security community, which identifies substantial varia-

tion in how ethics are understood, considered, and operationalized

across research contexts. In particular, Ramulu et al. observe dif-

ferences across security subfields: While ethical considerations are

more established in areas involving human subjects, researchers

with a background in cryptography and mathematics were de-

scribed as less likely to discuss ethical concerns, in part because

of a perceived disconnect between highly technical or mathemat-

ical research and real-world impact. Our study provides a more

fine-grained perspective of this observation by focusing specifically

on cryptography and systematically examining variation along

the theory-applied spectrum. We reveal important heterogeneity

within cryptography itself: In our interviews, applied-focused work

was more readily connected to societal consequences and ethical

considerations, whereas theory-focused work was less frequently

associated with such considerations. Importantly, as our analysis of

ethics statements illustrates, these differences in expressed ethical

awareness do not necessarily translate directly into how ethical

considerations are addressed in published work. Our results thus

extend this line of research by showing that ethical reflection varies

both across research orientations and between expressed aware-

ness and its articulation in research outputs, underscoring the need

for tailored and context-sensitive approaches to fostering ethical

reflection across cryptographic research.

Further, our findings help to assess the impact of Rogaway’s

call [51] for a more explicit moral orientation in cryptographic

research.While many participants were familiar with his arguments

and broadly aligned with the view that cryptography has political

and societal implications, our data suggest that ethical engagement

in practice deviates from Rogaway’s normative vision. Rather than

functioning as an explicit general guiding framework, ethics in

cryptography appears largely implicit, situational, and distributed

across communities and institutions. This discrepancy helps to

explain why Rogaway’s work exerts limited impact on everyday

research decisions despite having substantial discursive impact on

how ethics in cryptography is discussed in general.

Seen in this light, Rogaway’s intervention can be understood as

a normative reference point that brings ethical tensions into focus

within a field where responsibility is often deferred, contextualized,

or collectively externalized.

Recommendations for the Cryptography Community. Our
findings suggest that ethical engagement is most effective when

situated, contextual, and supported at the community level, rather

than imposed through universal or mandated frameworks. Thus,

strengthening ethics in cryptography should not aim to constrain

research agendas or limit technical exploration, but to lower the

threshold for reflection and discussion, thereby making ethical

stakes more salient, primarily through awareness-raising.

A Two-Track Ethics-Statement Template for Cryptography
Papers. Our findings suggest that the role and purpose of ethics

statements in cryptography require clearer communication. Many

theory-oriented researchers expressed concerns about mandatory

ethics statements, perceiving them as unnecessary, burdensome,

or as a form of compliance theater. Rather than functioning as

restrictive requirements, ethics statements should be framed as

prompts for reflection - even in cases where ethical implications are

uncertain or temporally distant. Given that many researchers seem

to understand their work as contributing to the public good (e.g.,

by advancing privacy or theoretical knowledge), ethics statements

can provide an opportunity to make these contributions and their

underlying normative motivations more explicit.

To accommodate differences across applied- and theory-oriented

venues and researchers, we recommend a two-track approach.

Theory-leaning papers could adopt template that acknowledges

potential long-term or indirect societal relevance, while application-

oriented papers could follow a template addressing dual-use risks,

deployment contexts, and disclosure practices. Such a differentiated

approach may help reduce concerns about compliance as a perfor-

mance while preserving the reflective intent of ethics statements

across diverse forms of cryptographic research.

An Ethical Peer Review Process to Cultivate Ethical Reflec-
tion. As a transitional approach, venues could encourage researchers

to practice ethical reflection on work from other researchers. For

instance, submitting authors could be assigned to another paper

and asked to briefly reflect on its societal consequences or ethical

tensions, without this evaluation affecting the paper’s acceptance.

Decoupling ethical reflection from researchers’ own work and the

standard review process may reduce the perceived need to mini-

mize or defensively frame ethical concerns while also providing a

low-stakes opportunity to develop ethical reasoning as a scholarly

skill. Such exercises may help to normalize broader moral reflection

as part of scientific practice before introducing more formalized

ethics requirements.

A Repository of Canonical Dilemmas with Example Cases.
A case repository may help shift ethical engagement in cryptog-

raphy from abstract reflection toward more concrete, shared, and

practice-oriented reasoning. This might be particularly beneficial

for theoretical researchers, who often perceive little or no direct

connection between their work and ethical considerations. By docu-

menting past ethical dilemmas, disclosure decisions, and contested

research outcomes, this resource can offer concrete reference points

for learning without prescribing norms. We recommend developing
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a community-curated repository modeled after responsible disclo-

sure practices, including cases such as debates around chat control

or questions of military funding. Each case should be presented

concisely, highlighting key decision points faced by researchers.

Mentorship practices and community discussion forums can further

reinforce this effort by embedding ethical reflection within existing

social structures, particularly for early-career researchers.

Venue-level Guidance Rather Than Venue-level Mandates.
Although initially perceived as symbolic, repeated engagement

with ethical framing may gradually shape norms and expectations

within the community, supporting ethical awareness among au-

thors, readers, and especially early-career researchers, without

constraining theoretical inquiry or impeding scientific progress.

Another possible approach in this direction would be to offer dedi-

cated workshops or discussion sessions at theoretical cryptography

venues, creating space to collectively reflect on potential ethical

implications of research topics whose relevance may not be immedi-

ately apparent. Importantly, new ethics awareness measures should

not result in additional formal submission requirements. Excessive

proceduralization risks undermining the intended reflective effects

by turning ethical engagement into a purely administrative task.

6 Conclusion
We conducted semi-structured interviews with 20 cryptography re-

searchers across theoretical and applied areas to examine how they

understand the relationship between their research and ethics. Our

analysis shows that ethical considerations are seldom articulated

as explicit drivers of research motivation or topic choice. Instead,

they tend to surface in specific contexts, such as proximity to ap-

plication, perceived downstream consequences, and norms within

particular research subcommunities. Participants acknowledged

that cryptographic research can have ethically relevant impacts

and connections to the public good, but these considerations were

articulated unevenly, often with reference to uncertainty, indirect

effects, or shared responsibility. Based on the results, we suggest

that supporting ethical reflection in cryptography may be most

effective through lightweight, community-level practices that en-

courage discussion where ethical stakes become salient, without

constraining research agendas or technical exploration.
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A Conference Venues Used for Sampling
In the following, we list the conferences used to indicate whether a

cryptography researcher’s work was more theory- or more applied-

oriented. We selected the following A*/A-ranked venues as repre-

sentative of each category.

Venues publishing more applied cryptography research or
cryptography applications:

• Annual Computer Security Applications Conference (AC-

SAC) [6]

• ACM ASIA Conference on Computer and Communications

Security (ASIACCS) [1]

• ACM Conference on Computer and Communications Secu-

rity (CCS) [2]

• IEEE Computer Security Foundations Symposium (CSF) [29]

• European Symposium on Research in Computer Security

(ESORICS) [22]

• IEEE European Symposium on Security and Privacy (Eu-

roS&P) [30]

• Financial Cryptography and Data Security (FC) [23]

• Network andDistributed System Security Symposium (NDSS)

[45]

• Privacy Enhancing Technologies Symposium (PETS) [47]

• IEEE Symposium on Security and Privacy (S&P) [33]

• USENIX Security Symposium (USENIX Security) [62]

Theory-oriented cryptography and computing venues:
• International Conference on the Theory and Application of

Cryptology and Information Security (ASIACRYPT) [34]

• Annual International Cryptology Conference (CRYPTO) [8]

• Annual International Conference on the Theory and Appli-

cations of Cryptographic Techniques (EUROCRYPT) [7]

• IEEE Symposium On Foundations Of Computer Science

(FOCS) [32]

• ACM Symposium on Theory of Computing (STOC) [3]

• Theory of Cryptography Conference (TCC) [60]

• IACR Transactions on Cryptographic Hardware and Embed-

ded Systems (TCHES) [15]
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https://csf2026.ieee-security.org
https://eurosp2026.ieee-security.org
https://sp2026.ieee-security.org/cfpapers.html
https://focs.computer.org
https://sp2026.ieee-security.org
https://asiacrypt.iacr.org
https://asiacrypt.iacr.org
https://www.youtube.com/watch?v=Ygq9ci0GFhA
https://doi.org/10.5281/zenodo.18030545
https://www.usenix.org/conference/usenixsecurity23/presentation/kohno
https://www.usenix.org/conference/usenixsecurity23/presentation/kohno
https://doi.org/10.1016/j.techsoc.2020.101382
https://doi.org/10.1145/3359174
https://doi.org/10.1109/MSP.2013.45
https://doi.org/10.1109/MSP.2013.75
https://www.ndss-symposium.org
https://github.com/openai/whisper
https://github.com/openai/whisper
https://petsymposium.org
https://www.usenix.org/system/files/soups2020_poster_ramirez.pdf
https://www.usenix.org/system/files/soups2020_poster_ramirez.pdf
https://doi.org/10.14722/ethics.2023.237352
https://doi.org/10.1145/359340.359342
https://doi.org/10.1007/978-3-032-06754-8_1
https://doi.org/10.1093/oxfordhb/9780199811755.013.001
https://doi.org/10.4135/9781446282243.n12
https://doi.org/10.4135/9781529682571
https://signal.org/
https://doi.org/10.1145/3719027.3765071
https://www.torproject.org/
https://tcc.iacr.org
https://www.usenix.org/conference/usenixsecurity25/ethics-guidelines
https://www.usenix.org/conference/usenixsecurity25/ethics-guidelines
https://www.usenix.org/conference/usenixsecurity26
https://www.usenix.org/conference/usenixsecurity26
https://www.usenix.org/conference/usenixsecurity26/call-for-papers
https://www.usenix.org/conference/usenixsecurity26/call-for-papers
https://doi.org/10.1109/SECPRI.1996.502676
https://doi.org/10.1109/EuroSPW55150.2022.00064
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