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Abstract

Public administrations provide critical services and manage sen-
sitive data for a country’s citizens. Recent phishing campaigns
targeting public sector employees highlight their attractiveness
as targets. Deploying state-of-the-art authentication technologies,
such as FIDO2, can improve overall security. We conducted a mixed-
methods study in Germany to understand better the practices and
challenges of deploying passwordless authentication in the public
sector. First, we conducted an online survey (N=108) among Ger-
man public sector employees to gain insights into their experiences
and challenges. Next, we partnered with an e-government vendor
and performed an in-situ experiment. We let 11 employees from the
public sector experience FIDO2 under real-world conditions. Our
results show that only a minority of our participants were aware of
current passwordless authentication procedures. In our experiment,
FIDO2-based methods left an overall positive impression. Hierar-
chical and heterogeneous public sector structures and the need for
more technical expertise and equipment were barriers to adoption.
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1 Introduction

Public administrations, such as registration offices, tax authorities,
or social services, are critical providers of many services that pro-
cess and store large amounts of sensitive citizen data. Past and
current incidents illustrate that this makes public institutions an
attractive target for cybercriminals [25, 26, 42, 44, 54, 76] and stress
the importance of the successful deployment of security mecha-
nisms. However, this domain received little research in the security
literature, which is also shown by the most recent US National
Science Foundation call that endorses security research in public
administrations, as further insights are needed [45].

Public authorities, ministries, and other public institutions have
very diverse working environments from private companies and
start-ups. For example, public administrations often deploy spe-
cialized E-Government software from only a few vendors and are
therefore under less pressure for innovation [12, 53]. Further, public
administrations often seem to lack intrinsic motivation for change
and updated processes because information technology procure-
ment must pass complex and time-consuming processes [8, 49].

This special environment also poses major challenges for IT
security integration and application. Szczepaniuk et al. [70] paint
a worrying picture of the public IT in Poland, identifying human
factors as one inherent security problem for this domain. Evans et
al. [18] found that the share of security incidents based on human
error was 51% in private organizations and even 91.5% in public
sector organizations in the UK. This discrepancy reveals the special
responsibility of employees in public sector organizations and the
relevance of human-centered security research for this domain.

Despite these challenges and risks, many countries consider
digitizing their infrastructures and services an essential success
factor. Countries such as Germany, the UK, Canada, Romania,
and the US announced massive investments in their digital sec-
tors [14, 21, 28, 58, 63]. In sum: Improving IT security in public
administrations is particularly critical and challenging. Further
human factors need special consideration.

Passwordless authentication mechanisms aim to improve au-
thentication security by replacing passwords [6, 20, 71] or introduc-
ing additional authentication factors [1, 43, 57]. FIDO2, in particu-
lar, is a passwordless authentication mechanism published by the
FIDO Alliance [2] to improve security by better protecting against
phishing attacks and password leaks [3, 41]. Time-Based One-Time
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Passwords (TOTP) provides one-time passwords via separate de-
vices or apps [50]. Previous studies uncovered multiple adoption
and acceptance challenges of passwordless authentication mech-
anisms for end-users [19, 20, 41, 61, 62] and in organizations [30].
It is an open question how the unique environment of public ad-
ministration [11, 22, 69] impacts the deployment of passwordless
authentication.

In our exploratory study, we examine what hurdles and possibil-
ities exist for security technologies and whether this domain has
other issues with passwordless methods. We specifically focus on
Germany to make the study more comparable with previous studies
using mostly German populations [19, 20, 38, 39] but also because
we had the opportunity to cooperate with an e-government vendor
that is primarily active in Germany.

Our research questions are as follows:

RQ1 What passwordless methods are currently used by Ger-
man government employees, and how are they per-
ceived? We identify methods that are already used by public
administrations and learn about employees’ perceptions.

RQ2 What domain-specific barriers and benefits exist when
introducing passwordless authentication methods, like
FIDO2, for employees of public administrations in Ger-
many? As the public sector faces unique challenges in IT
projects, we investigate obstacles and possible benefits when
implementing security measures such as secure authentica-
tion.

RQ3 What can be improved for public administrations in
Germany to achieve a higher adoption? Based on our
findings, we recommend using such authentication tech-
nologies in public administration and how barriers can be
reduced.

To answer our research questions, we performed an exploratory
mixed methods study: (1) an online survey (N=108) and (2) an in-
the-wild user experiment with a follow-up interview (N=11). For
the survey, we asked 108 employees from the German public sector
about their previous experiences with passwordless authentication
(RQ1). In the second study, we added FIDO2-based and TOTP au-
thentication to the Integreat content management system (CMS)
which is widely used within the public sector in Germany !, which
eleven participants used for at least two weeks. We tracked their
authentication usage, and in a follow-up interview, we asked our
participants about their experiences with the login procedure, their
personal preference of the most common passwordless authentica-
tion methods, and their attitudes towards introducing such methods
in their work context (RQ2, RQ3).

Our findings illustrate that public authority employees can use
FIDO2-based authentication, but internal regulations may prevent
them from doing so. It is primarily up to the public decision-makers
to reform these rules, e.g., to exempt FIDO2 hardware keys from
the ban of external USB storage devices or to make TOTP-powered
authenticator apps mandatory in managed government app stores.
That way, decisions on security measures can also be made de-
centrally at the departmental level, and an overall greater demand

!Integreat-CMS is an open-source tool offered by the Tiir and Tiir Digitalfabrik gGmbH
as a Software-as-a-Service solution for the public sector. Referred to as IG-CMS from
here on.
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can also provide an impetus for more security in e-government
software.

Research Contribution. With our paper, we make the following
contributions:

¢ Investigating Authentication Methods in Public Sector
Organizations: We report the prevalence of authentication
methods in our sample of German public administration
employees — 35% of the participants of the survey reported
to have used passwordless authentication at work; most
participants used authenticator apps (TOTP).

e Perception of Passwordless Authentication: Our results
suggest that most participants generally liked passwordless
authentication, particularly FIDO2. Conversely, only some
participants liked TOTP apps, as only a few employers pro-
vided service smartphones, and authorized TOTP apps were
only available in a few cases.

¢ Information Security at Public Administrations: We
show that a lack of technical expertise and complicated hi-
erarchical decision-making processes within the public au-
thorities mainly hinders adaptions within the domain.

e Security Research with Public Administrations: As this
is one of the first security studies with government employ-
ees, we can provide hints for further research. For example,
we experienced no established processes that allowed in-
terested participants to participate in our studies, making
recruitment particularly challenging.

2 Background

This section summarizes the investigated authentication methods
and their security benefits. We further contextualized the security
benefits with five common attack vectors against passwords. Details
about the functionalities can be found in Appendix B.

2.1 Time-based One-Time-Passwords (TOTP)

TOTP is based on the procedure for generating one-time passwords
(OTP) but adds a temporal component as an additional security
mechanism (see RFC 6238 [50]). Hence, after creating an OTP, it
is only valid for a defined time window. Modern procedures use
a shared secret (e.g., via a QR code) between the authentication
service and a client for the OTP generation. The shared secret is
usually invisible to the user and randomly generated at a sufficient
length to protect against brute-force attacks. Unique secrets are
generated for each authentication service, so only one service is
affected if a leak occurs. Secrets should never leave the device,
and only temporary OTPs are exchanged to protect against Man-
in-the-Middle (MitM) attacks. The retrieval of the OTP typically
happens via a second device (e.g., smartphone, TAN generator)
whose authentication should be protected against theft. Dmitrienko
et al. [15] concluded in their analysis that TOTP procedures offer
several security features, yet the smartphone as the underlying
medium introduces most of the attack vectors.

2.2 Fast IDentity Online 2 (FIDO2)

FIDO?2 is developed and maintained by the FIDO Alliance and the
World Wide Web Consortium (W3C) to provide a secure alternative
to passwords [2]. Major industry partners, such as Microsoft and
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Apple, and FOSS organizations, such as Mozilla, are part of the
alliance and support the standard in their products. FIDO2 uses a
public-key-based challenge-response procedure for authentication,
so intercepted communication is mostly uncritical. Authentication
between a client and a relying party (RP) always occurs on a domain
basis, so FIDO2 is considered to be phishing-resistant. This means
that a user cannot be tricked into authenticating on a malicious
domain similar to a known service. Leaks of public keys are also
not critical since these must be known for authentication between
clients and services. Regarding theft, a distinction must be made
between (roaming) hardware tokens and procedures using a built-in
Trusted Platform Module (TPM). In the case of TPMs, the device on
which the client is running is authenticated, and, as with TOTP, this
should be secured by user authentication. With roaming tokens,
authentication takes place via a device connected via USB. These
USB tokens can be used on different devices and can, therefore,
be stolen and put to use. However, devices can be secured via an
additional factor, such as a PIN, and the device locks after five
incorrect entries. If a second factor is set, the theft of a token is
troublesome but doesn’t affect the security. There have been some
small security issues related to FIDO2-based authentication [36],
but the overall security claims are still withheld.

2.3 Summary

Table 1 summarizes the security claims of the authentication meth-
ods versus common security vectors for authentication.

3 Related Work

In this section, we discuss previous related work in two key areas:
user studies on passwordless authentication and human-factors
research within the public sector.

3.1 FIDO2 Authentication

Since FIDO2 as a standard does not require a uniform implemen-
tation, a distinction must be made between a roaming setup and
a setup with Trusted Platform Modules (TPM) when considering
usability [3]. Some studies have examined the usability of physical
roaming tokens for authentication. Lyastani et al. compared the
usability of FIDO2 tokens with password-based authentication in
a single-factor setup with 94 users [41]. They used YubiKeys, and
the study results indicated that users are willing to use FIDO2 in-
stead of password-based authentication. Farke et al., who conducted
a lengthier qualitative study on the use of FIDO2 within smaller
companies, reached a different conclusion. One part of the group
described the use as very pleasant, but the other half saw some
obstacles. Mentioned barriers are the fear of losing the physical
token, and the more time-consuming procedure [20]. In addition,
there appear to be several other issues regarding physical FIDO2
tokens. A study by Reynolds et al. pointed out the difficulty of the
setup process of YubiKeys for FIDO2 authentication [62]. Users who
did not have guidance in the setup process often failed to associate
the key with their account correctly. However, most subjects had
very positive experiences using the tokens in action. Other studies
focused on the duration of login ceremonies. Reese et al. and Farke
et al. show that hardware tokens initially seem to increase users’

CHI ’25, April 26-May 01, 2025, Yokohama, Japan

login time but reduce it significantly over time. Ultimately, login
times are comparable to other methods [20, 60].

Another variant of FIDO2 authentication is the use of TPMs,
which are installed in the systems as hardware chips. Farke et al.
studied Windows Hello among users in a smaller company [19].
The users liked the method and saw advantages over the previous
password variant. However, the study did not demonstrate the usual
preference for biometric security over using Personal Identification
Numbers (PINs). However, the authors attributed this to a lack
of hardware and the participants’ spatial situation. For example,
some devices did not have the technical equipment for biometric
authentication or were stationary, so fingerprint sensors were not
easily accessible.

3.2 TOTP Authentication

The usability research of TOTP generally seems to focus more on a
comparative level with other authentication methods. For example,
Reese et al. noted in their comparison of five authentication methods
that TOTP is relatively understandable for users, but there are
still some usability problems. For example, the QR code was not
scanned with an authenticator app, and the codes’ time limit led
to failed authentication attempts. This method also has the longest
setup time in the study and the worst Single Easy Question (SEQ)
score [60]. Reese also noted the same problem with timeouts with
TOTP. However, the participants in the study rated TOTP as the
method with the highest usability after passwords [61]. In general,
previous research on TOTP seems to show that the method is easy
to understand and considered secure [35]. Still, authenticating takes
a comparatively long time, and some failed authentication can occur
due to handling.

3.3 Public Administrations

With a stronger focus on e-government services, there appears to
be an increased interest in usability studies of government software.
However, recent research is mainly focused on UI/UX aspects of
public applications (government websites, online services, etc.) [5,
10, 23, 56, 75].

Little attention has been paid to the employees of public ad-
ministrations and their perspective on software. A case study by
Cajander et al. investigated the relevance of usability within the
Swedish Student Financial Aid Authority IT systems. It was shown
that from the perspective of HCI researchers, little importance is
attributed to the software’s usability, but efficiency, legal certainty,
and economic aspects are the strongest factors. In addition, the
study indicates that the users have little to no participation in the
design and further development of the software. Rather, “orderli-
ness, objectivity, and control’ are the central success factors for the
authority studied [12]. Another study by Felstad et al. on the role
of HCI in the design of public software in Norway concludes that
while project managers often assume that end-users are sufficiently
involved in projects, other studies point to the lack of user involve-
ment as the leading cause of failed e-government projects [24].
Szczepaniuk et al. [70] analyzed IT security within the Polish pub-
lic sector and identified numerous problems. These include the “lack
of ISMS organization”, the “lack of reviews, audits or controls”, the
“limited use of physical and technological protection measures”, and



CHI ’25, April 26-May 01, 2025, Yokohama, Japan

Jan-Ulrich Holtgrave, Sabrina Klivan, Karola Marky, and Sascha Fahl

Table 1: Security benefits against common attack vectors.

Protection against:

Method Dictionary Attacks Phishing Leaks Man-in-the-Middle Theft
Passwords o) o o © °
TOTP ° © © © °
FIDO2 with Hardware Token
Without Pin ° ° ° ° C
With Pin ° ° ° ° °
FIDO2 with TPM ° ° ° ° °

Scale: Strong protection(e), Medium protection(¢), No additional protection(o)

the “lack of [employee] training” as massive problems for security.
In a UK-based study, Evans et al. [18] made a comparison of IT
security incidents between public and private organizations and
found that the proportion of incidents based on human error was
51% in private organizations and as high as 91.5% in public sector
organizations.

4 Online Survey

In this exploratory survey, we investigate the use of and experiences
with passwordless authentication in German public administrations.
We survey deployed methods, their perception by public adminis-
tration employees, and the general view on information security.
Overall, 108 public administration employees from more than 50
different public administrations in Germany participated in the
survey. We collected answers from October 2022 to February 2023.

4.1 Recruitment

We used snowball sampling for recruitment, using our professional
network and official communication channels from IG-CMS. The
condition for participation in the survey was current employment
in a German public administration or employment at an organiza-
tion that has taken on official functions on behalf of the German
state. Table 2 summarizes recruitment actions and the approximate
number of employees we reached.

Table 2: Recruitment channels and approximate number of
people reached.

Method Contacts
Social Media Posts 113
Blog Entry 22
Municipality partners 98
Newsletter 142
Online workshops 39
In-person recruitment 27
Professional contacts 44
Sum 485

4.2 Questionnaire

We used a Qualtrics? server to collect survey questionnaire re-
sponses. The survey comprised five sections, which are described
below. We provide the German questions and an English translation
in our replication package (Section A).

Introduction. Employees could only participate after signing a
consent form (see replication package). We further described the
study, provided contact information, and illustrated all the data we
intended to collect in the survey. Participants had to be of legal age
and able to speak and understand German.

Demographics. This part of the survey consisted of standard
demographic questions about age, gender, federal state of residence,
level of education, and type and area of employment.

Recruitment for Usability Experiment. In this optional part,
we asked participants if they were active users of IG-CMS to as-
sess their qualifications for the second study. For this purpose, we
inquired about technical requirements, such as the availability of
service smartphones or USB slots in their work devices. If they met
our conditions, we invited them to the second study described in
Section 5.

Self-Assessment of Cybersecurity Knowledge. In this section,
we asked participants about their familiarity with various cyber-
security terms to identify cybersecurity technologies deployed in
German public administrations. We used a modified self-assessment
version for Web-Use Skills [31]. We focused on questions related
to cybersecurity and broader authentication methods, including
Windows Hello and passwordless authentication [20].

Use of Passwordless Authentication Methods. The last survey
section focused on passwordless authentication methods partici-
pants had used in the past. The initial question graphically depicted
and briefly explained biometric authentication, hardware tokens,
TOTP, and public key infrastructure cards. Then, we asked partici-
pants to report their experiences with the described passwordless
authentication technologies in their work and personal lives. We
distinguished between technologies that participants were still us-
ing and those they had stopped using. We asked them for ideas
to improve the usability of their technologies. We asked for the
reasons for discontinuing the use of passwordless methods.

After completing this last section, we allowed participants to
drop out of the study, delete their responses, or submit the survey.

2www.qualtrics.com


www.qualtrics.com

Passwordless Authentication in German Public Administrations

4.3 Results

We received 108 valid and complete survey responses, a response-
rate of 22.26%. Table 3 illustrates the participants’ demographics.
The population is diverse regarding the work sector and age, but
people under 30 were underrepresented. More than 70% of the
participants had a university degree (Bachelor’s or Master’s).

The participants’ IT services are provided mainly by their IT
departments. They also work in medium-sized departments (de-
partment size: mean = 31.61, median = 15).

4.3.1 Self-Assessment of Cybersecurity Knowledge. Our survey pre-
sented participants with a 5-point Likert scale and asked them
how familiar they were with several cybersecurity terms. The self-
assessment of cybersecurity knowledge reveals a broad spectrum
of answers. For example, participants were more often familiar
with terms such as Malware or Phishing, while only a tiny group
indicated that they had heard of Windows Hello, Challenge-Response
or Brute-Force. About half of the participants were familiar with
Passwordless Authentication and One-Time Passwords (OTPs). Table
4 illustrates our findings.

4.3.2  Experiences with Passwordless Authentication. We further
asked participants if they had ever used passwordless authentica-
tion methods in their work environments, and only 38 (35.19%)
stated they had done so. As a follow-up, we asked open-ended ques-
tions about the methods and participants’ experiences. We used a
qualitative open coding approach together with affinity diagram-
ming [13] to analyze the written responses (see Appendix A for the
complete codebook). We excluded seven responses based on mis-
conceptions regarding the definition of passwordless authentication.
In these cases, participants reported “Multi-” and “Two-Factor Au-
thentication”(MFA/2FA) as an independent authentication method
or mentioned “passwords” as a passwordless authentication method.
Figure 1 shows how frequently the authentication methods were
mentioned. Authenticator apps, hardware tokens, biometric meth-
ods, and smart cards were primarily reported to be currently used
or to have been used in the past.

We inquired participants about their previous experiences with
each passwordless authentication method, the reasons for their
introduction within its workplace, and the general IT setup in their

Authenticator Apps

Hardware Token

Method

Biometry

Smartcards

o 2 4 6 8 10 12
Frequency

Figure 1: Frequency of mentioned methods.
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Table 3: Demographics for all 108 valid participants from the
online survey.

Demographics Value  Percent
Gender:
Male 56 51.9%
Female 52 48.1%
Non-Binary 0 0%
Age:
20-29 9 8.3%
30-39 26 24.1%
40-49 23 21.3%
50-59 26 24.1%
>60 24 22.2%
Federal State:
North Rhine-Westphalia 53 49.1%
Lower Saxony 20 18.5%
Hesse 12 11.1%
Bavaria 9 8.3%
Baden-Wiirttemberg 5 4.6%
Mecklenburg-Western Pomerania 3 2.8%
Rhineland-Palatinate 2 1.9%
Schleswig-Holstein 2 1.9%
Brandenburg 1 0.9%
Saxony 1 0.9%
Level of Education:
Diploma or equivalent 45 41.7%
Master’s level or equivalent 23 21.3%
Bachelor’s degree or equivalent 12 11.1%
Middle School Maturity 8 7.4%
High school diploma or equivalent 6 6.5%
Completed secondary education 7 6.5%
Doctoral degree or equivalent 3 2.8%
Magister level or equivalent 3 2.8%
Study without degree 1 0.9%
Employment Type:
Full-time 69 63.9%
Part-time 30 27.8%
Fee-based 6 5.6%
Minor employment 1 0.9%
Prefer not to answer 2 1.9%
Field of Employment:
Social Services 23 21.2%
Municipal Office 20 18.4%
Education 11 10.2%
Infrastructure and urban planning 10 9.3%
IT administration 8 7.4%
Semi-governmental administration 6 5.5%
Foreigners and Migration Services 4 3.7%
Consumer protection agency 4 3.7%
Economic development 3 2.8%
Employment services 2 1.9%
Other 14 13.1%
Prefer not to answer 3 2.8%
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Table 4: Descriptive Analysis of Cybersecurity Knowledge
Self-Assessment on a Scale of 1 (“No familiarity at all”’) to 5
(“Very familiar”).

Familiarity Item Median Mean SD
Malware 4 3.30 0.15
Phishing 4 3.67 0.13
Passwordless Authentication 3 3.03 0.14
oTP 3 2.81 0.15
‘Windows Hello 1 1.88 0.12
Challenge-Response 1 1.46 0.09
Brute-Force 1 1.78 0.13

German public authority. We illustrate the findings of the open
coding analysis below.

Authenticator Apps. The participants reported that smartphone
methods are or are most likely used by public authorities (13). In
this category, we have combined methods such as Transaction
Authentication Number (TAN) and authenticator apps (TOTP) on a
smartphone. Three participants were disturbed by the fact that they
needed a second authentication device: “It’s inconvenient because I
always have to have my cell phone to hand.”

One participant further mentioned that passwordless authenti-
cation was more accessible and required less effort than passwords
(1). Furthermore, one person mentioned that missing cell or Wi-Fi
reception could complicate authentication.

Smart Cards. Some participants named smart cards as a method
of use (6). Participants used them for accounting procedures or ac-
cess management: “[Public Key Infrastructure] cards for instructing
payouts.” However, some participants reported repetitive techni-
cal problems during authentication (2): “Card recognition does not
always work.”

Hardware Tokens. Furthermore, external hardware tokens were
standard (6), typically used to authenticate ballots: “Authentication
stick used in conducting elections and election data collection.”

We summarized statements such as “USB stick for authentication”,
“Yubikeys”, or “External authenticators” in this category.

Biometric Authentication. The last mentioned authentication
method was biometric methods (6), in particular, fingerprint sensors
(3): “Service laptops with fingerprint scanners.”

Incorrect recognition (1) was mentioned as a problem with the
method. “Recognition doesn’t always work, so I still often have to fall
back on PINs.”

Reasons for Deploying Passwordless Authentication. Most
frequently, participants mentioned working in their home office
(5) as a reason for deploying passwordless authentication in their
work environment. They mentioned the need for a second factor
when working from home: “An additional authenticator in the office
name plus password in the home office.” This finding may be associ-
ated with expanding home office arrangements within the German
public sector as a reaction to the global pandemic caused by the
COVID-19 pandemic [52].

Broader Security Mindset. We identified further sentiments, al-
lowing us broader insights into our participants’ perspectives on
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cybersecurity. Some participants mentioned the regular change of
passwords as an effective security measure (2). “Secure password
must be changed regularly.” However, previous research found reg-
ular enforced password changes to be counter-productive [29].

Although participants described MFA procedures as being less
usable, some described security benefits compared to passwords-
only-based authentication (N = 2): “Use of an MFA is inherently
disruptive, and should be, namely to prevent unauthorized people
from authenticating with stolen data or devices.”

Key Findings — Online Survey. Our participants tended to be
less tech-savvy but highly educated full-time employees from
Western Germany. Only a minority stated that they have used
passwordless authentication in their work environment. They
were familiar with attacks such as malware or phishing, less so
with protective measures like passwordless authentication. Most
commonly, 12% mentioned exposure to TOTP-based methods.

5 In-the-wild User Experiment

This experiment explored the reception of passwordless authenti-
cation methods in German public administrations. To do so, public
administration employees were exposed to these methods in a
real-world scenario and incorporated them into their usual work
processes. This experiment was conducted with our partner com-
pany, whose IG-CMS is actively used by several German public and
semi-governmental social administrations. Within our experiment,
IG-CMS implemented several passwordless authentication methods
to secure access to our participants’ accounts. We conducted the
experiment and interviews between December 2022 and April 2023.
We describe the implemented methods and experiment conduction
in the following.

5.1 Recruitment

We recruited participants through the initial online survey and dis-
tribution through the company’s network. In addition, we actively
promoted our study during two live workshops with IG-CMS users,
and the company’s partner managers were also asked to mention
the experiment in their contacts with customers. In addition to
recruiting employees from municipalities, we also recruited partici-
pants who worked in administrations from German initial reception
centers for refugees. Semi-governmental organizations run these
centers for the German federal states, and IG-CMS is used in some
of them. To avoid distortion in the data, we ensured that only users
of IG-CMS were recruited who also took on administrative gov-
ernment functions (e.g., recognition, registrations, or enrollment).
Our recruitment measures and the approximate number of people
reached in Table 5.

After participants expressed their willingness to participate in
the experiment and fulfilled the participation requirements, we
arranged a setup meeting by telephone or email, in which we also
clarified questions and experiment details if necessary.

5.2 Implementation of Authentication Methods

For the qualitative user study, IG-CMS set up another login link for
the users of the e-government software. In case FIDO2 was used,
participants either utilized Windows Hello or required a hardware
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Table 5: Experiment recruitment and approximately reached
individuals.

Method Contacts
Emails to municipality partners 98
Recruitment during online workshops 39
Recruitment during physical workshops 27
Direct recruitment calls 17
Total 181

token. In the latter case, we provided participants with a FIDO2-
certified hardware token from Yubico3, which we allowed them to
keep even after the end of our study. Furthermore, IG-CMS kept
the alternative authentication methods active for participants who
preferred it over their traditional password-based authentication.
To authenticate, participants required a previously assigned PIN,
and, in the case of the security keys, participants further needed to
confirm the procedure physically.

In the case of TOTP, participants were required to enter the
number from the connected Authenticator app.

5.3 Setup Meeting

As previous work has already studied the setup of passwordless
authentication [60, 62], and as we were unable to meet most of our
participants in person for a setup study in a suitable lab environ-
ment, we chose not to study the adoption process and instead in-
clude the method setup as part of our study onboarding [19, 20, 41].
Based on our experiences during this experiment, we further found
that this helped our non-tech-savvy participants overcome initial
challenges and participate in the two-week period to test password-
less authentication in their work environment. The setup meetings
took place after confirming participation and fulfilling possible fur-
ther conditions, such as legal agreements with the county. Before
the setup meeting, participants were asked which of the following
methods would be possible under their work circumstances:

e FIDO2 with Roaming Token (YubiKey)
e FIDO2 with TPM (Windows Hello)
o (Backup) TOTP with Authenticator App

Participants with FIDO2 hardware tokens had to receive the hard-
ware tokens before the setup. Within the setup meeting, we set
up the authentication methods that participants chose or could
use. However, based on organizational constraints such as a lack
of corporate phones or the deactivation of Windows Hello within
managed software, most participants chose YubiKeys for our exper-
iment. Setups happened either via videoconferencing or in person
at the municipality. All procedures were set up as single authen-
tication factors to focus attention on the authentication methods
themselves and to keep the study comparable to those of Farke et
al., Lystani et al., and Owens et al. [19, 20, 55]. A 2FA setup would
have resulted in a different usability experience, as Farke et al. also
argued in their study [20].

After the method was deployed, a two-week phase commenced,
during which the participants were instructed to use this alternative

3https://www.yubico.com/de/product/security-key-nfc-by-yubico/
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login. The design and duration of the experiment were designed
based on previous work [60], and other research has shown that due
to habituation effects, novel findings decrease after two weeks [34].
We, therefore, chose to limit our study length so as not to obstruct
or affect our participant’s work environment longer than necessary.

5.4 Collection of Metadata

For the entire experiment duration, IG-CMS collected additional
log data about our participants’ authentication procedures. These
consist of the start of the login process (web request of the password-
less login link), additional logs related to the authentication via a
passwordless method, and the redirect on successful authentication.

5.5 Semi-Structured Interviews

After participants had used their chosen authentication method for
at least two weeks, we scheduled semi-structured exit interviews.
In these interviews, we asked them about their experiences, percep-
tions, barriers, and possible improvements with their passwordless
authentication methods. The exit interviews took an average of 20
minutes and were conducted in German. All but one of the inter-
views were conducted online via Webex or Jitsi. The single offline
session was necessary because the IT security officer had to check
the YubiKey setup on-site. The interviews were recorded using
OBS*.

The interview guide can be divided into five distinct parts. Their
respective objectives are explained below, and the complete inter-
view guide can be found in the replication package (see Appendix
A).

Consent. First and foremost, we reiterated the study’s context and
informed the interview participants about the study’s process and
purpose. We further asked for consent to record the exit interview.
Additionally, any remaining questions were clarified. We started
the interview after the participants had agreed to the recording.

Work Environment. In terms of content, participants were first
asked additional questions about their background and work en-
vironment. Since the participants had already taken part in the
previous online survey, the key demographic characteristics of the
participants were already known (compare Section 4). Still, we
asked participants to elaborate further to gain insight into their
employment and working conditions. We asked, for example, about
their daily contact with sensitive data and existing security consid-
erations or guidelines.

Experiences with the Method. This section addresses topics that
can be directly derived from the research questions. We asked par-
ticipants to talk about how they liked their authentication method,
whether they had problems during the experiment, and whether
they had any suggestions for improvements. Furthermore, based
on the survey answers, we asked them about their previous expe-
riences with other passwordless methods and their usage at their
workplace. This should also help to consider the more general use
of such methods, not only the one with which the participants
gained experience during the experiment. For the design of the
individual questions, we used the studies by Farke et al. from 2020

“https://obsproject.com/
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and 2022 as a starting point to achieve good comparability of the
results [19, 20].

User Experience Questionnaire. Following the qualitative exam-
ination of the authentication methods, we took a more structured
approach to evaluate the processes with the help of the User Experi-
ence Questionnaire Short (UEQ-S) [66]. The UEQ-S is a structured
approach for evaluating digital and interactive products from a Ul
and UX perspective [40, 67]. We chose the shortened version for the
interview because it provides good product classifications despite
its brevity, and we would rather exhaust the participants during
the interview [66].

Follow-up Questions. For the last part of the interview, we pre-
pared some follow-up questions in case the respective topics had
not already been addressed in the previous parts. To form these
questions, we consulted previous findings from other studies by
Farke et al., Reese et al., Owens et al., and Wuersching et al. to, e.g.,
address concerns like the loss of the FIDO2 hardware key or a possi-
ble improvement by removing the PIN entry [19, 20, 55, 60, 61, 77].
We also asked for their opinion on the potential use of the tested
authentication method in their department. We then did the same
for the other Windows Hello and TOTP methods, presenting their
main features and benefits. After the follow-up phase of the study,
we allowed participants to ask questions or discuss additional top-
ics that had not been mentioned previously, and the study was
concluded.

Debriefing. We included a debriefing phase after the interview
for participants who had further questions about the interview or
the entire study. In this phase, the participants could ask questions,
or we could discuss possible assumptions about the erroneous au-
thentication method. In some cases, we discussed the deactivation
of the additional login link.

5.6 Data Processing & Analysis

Various data types were collected during the experiment, which
are treated and evaluated differently. First, we generated login
patterns from the collected metadata and calculated the time delta
between the start of authentication and successful forwarding. For
this purpose, we used the individual timestamps from the logs, and
their delta was assigned to the participants. This was done to show
possible habituation effects for the authentication times [20, 55].

To analyze our semi-structured interviews, we followed the six-
step thematic analysis approach by Braun and Clarke [9, 13]. After
getting familiar with all transcripts, one author proposed an initial
codebook. This codebook, on the one hand, used codes from Farke
et al. [19, 20] to allow a better comparison between the domains
of public and private sector organizations. On the other hand, we
added new codes based on our data connected to usability issues
like Fear of breaking the Hardware Token or codes that refer to
the perceived security of the authentication method like Key more
secure. Hence, we applied semi-open coding.

After finalizing the codebook and discussing it with a second
researcher, two coders independently coded all interviews. After-
ward, we solved all conflicts through discussion and agreed on final
code allocations. Following previous work, we omit the reporting
of an inter-rater reliability score as our conflict solving approach
leads to a hypothetical agreement of 100% [7, 46, 47]. The complete
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analysis was done with the original German transcripts, and the
codebooks were also created in German. For the publication, codes,
themes and quotations were translated into English. We provide
a list of all quotations used together with the original German in
the Supplementary Material (see Appendix A) to verify our transla-
tions. After the eighth interview, no new topics emerged and we
finished the experiment for the last three scheduled participants
for additional empirical stability. Because of this, and given that we
have recruited participants from seven different independent public
institutions from allover Germany, we conclude that we reached
thematic saturation as defined by Saunders et al. [65] for the in-
terview analysis. Once, all interviews were coded, we used affinity
diagramming to derive comprehensible themes based on codes that
are related to each other, such as identified usability issues, the
perceived security of FIDOZ2, and the public sector domain.

Finally, we also used the benchmarking class of Hinderks et
al. [32] to evaluate the UEQ-S score.

5.7 Results

Overall, we conducted our in-the-wild experiment with eleven par-
ticipants from seven different public authorities across Germany.
The recruitment measures achieved a response-rate of 6.08% con-
sidering the approximate number of people reached. However, dur-
ing our recruitment, we observed several obstacles for participants,
such as requiring official forms before employees were allowed
to participate or organizational issues, such as managed software,
policies against USB slots, and shared computers, that led to several
interested users ultimately declining our invitation. All participants
completed the experiment and thus gained at least two weeks of
experience with the respective authentication method. Table 6 illus-
trates the participants’ demographics and authentication methods.

The table shows that the participants are evenly distributed in
terms of gender and that several German states are represented.
Most participants were between 30 and 49 years old. None of the
participants used a TOTP setup, and only one used Windows Hello.
This was not intended for the experiment. However, some major
organizational hurdles arose in setting up these methods, which
still provides insight into this domain’s organizational barriers (see
Section 8). The main issues hindering TOTP usage were the lack
of service smartphones required and the fact that even if a service
cell phone was available, IT was often managed centrally, and no
authenticator apps were available or could be installed. Windows
Hello was prevented for organizational reasons since authentication
via Windows Hello was not possible according to the Windows
Group Policies of the respective municipal IT or because of the age
of the used devices.

5.7.1 User Experience Questionnaire. We used the benchmarking
tool of Hinderks et al. to analyze the UEQ-S and present the results
for using the FIDO2 hardware key (N = 10) [32]. We excluded
FIDO2 with Windows Hello from the analysis because a UEQ-S
analysis with only one participant is ineffective.

UEQ-S contains two categories for items that describe user expe-
rience: pragmatic, for goal-directed aspects such as efficiency and
reliability, and hedonic, for aspects that are not goal-directed, such
as fun or novelty. For the YubiKey participants, we report a Prag-
matic Quality score of 2.045 and a Hedonic Quality score of 1.682.
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Table 6: Overview of experiment participants.

Demographics Value Percent
Gender:

Female 6 54.55%

Male 5 45.45%
Age:

20-29 1 9.09%

30-39 6 54.55%

40-49 3 27.27%

50-59 1 9.09%
Setting:

Municipalities 7 63.64%

Refugee centers 4 36.36%
Federal State:

Bavaria 3 27.27%

Mecklenburg-Western Pomerania 3 27.27%

Lower Saxony 2 18.18%

Hesse 2 18.18%

North Rhine-Westphalia 1 9.09%
Authentication Method:

FIDO2 with Hardware Token 10 90.91%

FIDO2 with Windows Hello 1 9.09%

TOTP with Authenticator App 0 0.00%

As the score ranges from -3 to 3, our participants’ pragmatic score
is very high, indicating that the goal-directed user experience was
rated highly. In contrast, the hedonic qualities were rated slightly
lower, although still positive. Our findings result in an overall score
of 1.864. Compared to the benchmark class provided by Hinderks
et al., all scores are in the top 10% in both quality classes (cf. Fig-
ure 2). The UEQ-S benchmarking class thus postulates an excellent
usability for FIDO2 with a YubiKey [32].
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Figure 2: Results of UEQ-S benchmarking class provided by
Hinderks et al. [32].

5.7.2  Semi-structured Interviews. In the following, we present the
main categories from the interviews and their codes. The complete
codebook can be found in the replication package (see Section A).

General Impressions and Usage of Passwordless Authentica-
tion Methods. Few participants (4) could name previously used
methods in their work setting. “Tt depends on how broadly that is
defined. We also work with smart cards built into our computers in
the city.” The majority (7) were unaware of previous uses of pass-
wordless authentication or were even confident that no colleagues
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Figure 3: Average time required for authentication over the
number of successful authentications.

use such a method. None of the participants could name a policy
or reason for not using passwordless methods. When asked about
their initial thoughts regarding passwordless authentication, three
participants immediately thought of Biometric Authentication meth-
ods, and another three described it as something useful: “Something
very practical, so you don’t have to remember all the passwords.”

Positive Experiences. Most participants (9) indicated they would
like to continue using the method after the experiment, but even
the two people who no longer wanted to use it mentioned its advan-
tages. The main reasons for the high acceptance were the uncompli-
cated handling (10) and the reduced memorization effort compared
to passwords (7). “Actually, the convenience, the user-friendliness.
The simplicity.”

In addition, participants stated that they generally did not con-
sider the method to hinder their work or that it even made their
job easier (6). Another noticeable positive feature was the fun as-
pect of using the method (3). Thus, one participant reported: “It’s
fun. Well, it’s a bit of a technical gimmick that has always been fun.
So, the haptic aspect is something that’s really, really nice.” These
impressions are backed by a visible habituation effect in the server
data (Figure 3). After using the method for some time, the average
authentication time went down from 10 seconds at the start of the
experiment to an average of 6 seconds at the eleventh attempt.

Another useful feature of the YubiKeys was their mobility (4).
Particularly in shared workplaces or home office arrangements,
the possibility of using the hardware key on different devices was
emphasized. “What could be interesting is that if you carry the token,
you can authenticate independently from your workplace location.”

Problems, Barriers, and Fears. Two participants said they would
not continue using the method because it offered no added value
compared to the existing password login. Perceived fears while
using the YubiKeys included loss (5), destruction (5), or theft (3) of
the hardware keys. “There is always the risk that I will forget, lose,
or destroy the token.”
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However, multiple participants (8) directly reported coping strate-
gies for these fears. For example, the hardware key was often at-
tached to the key ring or deposited in a specific place in the office
(safe or locker). “So I first thought I'd put it on my keychain. But the
keychain itself I can lose. And so, we have a small safe at work. And
that’s where we put it.”

Two participants also stated that they did not remove the YubiKey
from the device, not even during transportation. When asked about
the fear of breaking the YubiKey, a participant responded: “During
transport, yes. Because it could break if it is still plugged into the
laptop.”

For some participants, however, using the key meant a noticeable
additional effort compared to the password login (3). They noted
the physical effort involved in connecting the hardware key or the
simplicity of the browser’s password autofill function. ‘T find it
relatively inconvenient that you always have to pick out this stick or
token and insert it into the USB slot. For me, that is more inconvenient
than entering a password.”

Improvements. Many participants (8) did not name any possible
improvements. “In terms of process, I think, options for improvement,
no, I don’t think so.”

When explicitly asked if they would prefer the process without
entering the PIN, most participants (8) indicated that they would
dislike it because it would make the method feel less safe. “Better
with. Well, that’s still building on the sense of security. So I was
wondering if this is 100% safe or safer than before. But this PIN creates
the feeling that it is safe, after all”

Other than that, people commented that they would appreciate
if the YubiKey were smaller (2) (‘T would prefer the dongle to be a
bit smaller”) and if the hardware key could be used for multiple
applications (1). ‘Tt would have been cool if I could have used the
method to gain access to several programs and applications at once.”

Perception of the Method. More than half of the participants
perceived the method as secure to very secure (9). In particular,
they noted that the individual steps required for authentication
with the YubiKey (possession of the key, PIN, and gesture with the
finger) reinforced this feeling. “Tt is very secure. This is only possible
with this key and my PIN.”

Regarding using YubiKeys, some participants (4) had significant
misconceptions about its functionality. While the YubiKey has a
haptic sensor used to detect touch motions and, thereby, the pres-
ence of a user, some participants misunderstood this as a fingerprint
sensor, thereby wrongly assuming that their print was detected and
that the key was personalized to them. “Thus, I now have the key
bound to my fingerprint.”

When asked where this assumption comes from, the experiences
with the smartphone were mentioned above all. Moreover, par-
ticipants seemingly did not previously encounter a purely haptic
sensor, so the gesture with the finger was directly connected with
a fingerprint. “Because you somehow know it from the mobile device,
you just briefly hold your finger on it and no longer enter a password.”

Passwordless Authentication in German Public Administra-
tions. When asked whether they would support introducing pass-
wordless authentication methods in German public administration,
most participants (7) said they would, and their colleagues would
probably also like it. “The people in my department have varying
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degrees of affinity for technology, but I'm pretty sure they could all
manage it somehow. I'm sure that most of them would also like it.”

As a particular benefit, introducing such authentication meth-
ods could help with the current problem with password handling.
Some participants (5) reported that handling passwords within the
administration is sometimes insecure, and they hope that introduc-
ing passwordless methods could improve this situation. “Since we
have not quite professionally stored our passwords [...], the risk is
minimized that the passwords can be accessed somehow.” In these
cases, they commonly mentioned keeping written passwords in the
office or using notebooks containing password collections. T have
a clever little notebook [containing passwords] hidden away.”

Some hurdles and restrictions must be considered before adop-
tion in this domain. In the case of TOTP, problems with the required
second device were mentioned (6). Many government employees
do not have a work phone, and participants strongly opposed using
private devices for TOTP authentication. “For me, that wouldn’t be
a big problem, but if I look across the division, you would need your
private or work smartphone. However, not everyone has a work device,
which would be difficult”

Participants (4) also pointed out the mostly inflexible and non-
IT-savvy structures within the public administration, which is also
related to the general mindset (3). ‘T think there is still a lot that can
be done regarding IT security training, both in government agencies
and in general.”

Change can thus only be achieved with external support (5) from,
e.g., the respective superiors, the IT department, or political action
that could influence policies. ‘T don’t think that this will happen
shortly. The office is still very outdated when it comes to such things.
This also has much to do with an authority’s legal requirements. Even
if the legal requirements allow such methods in the future, you need
the will of the administrative apparatus to implement them. Even if
such methods may seem fundamentally useful, it does not mean that
they will be implemented in the office. So much depends on individuals
at the management and political levels in a district office. If a county
commissioner has a rather conservative attitude, something like this
will not pass, even if possible.”

Two participants mentioned legal regulations that might hinder
the use of FIDO2. Physical YubiKeys would be considered external
hardware and could only be used with separate approval and certi-
fication (1). “But I see the problem that this is considered hardware.
It’s considered external hardware; unfortunately, you can’t do that in
our county yet. We still need some recognition or certificates from our
IT colleagues.” One participant noted that the devices used in their
office might be too old for Hardware Security Modules (HSMs) for
TPMs (1). T would guess that the old laptop that I still use frequently
does not have the system.”

Key Findings — In-situ Experiment. We mainly recruited
younger public authority employees, but we also included em-
ployees from migrant reception centers to expand the target
group. Due to the lack of availability of smartphones, restrictive
workplace policies, and older work devices, the vast majority
of participants used YubiKeys instead of TOTP or Windows
Hello, and most would like to continue using them. Although
inexperienced with passwordless authentication, participants
are generally satisfied with its usability and seamless workflows.
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However, they are concerned about key loss, theft, or physical
damage. Participants prefer the requirement to enter a PIN, as
this improves their perceived security. When confronted with
specific feature descriptions from other methods, they prefer the
authentication method with a YubiKey. However, introducing
passwordless authentication in government bodies is described
as problematic due to, e.g., restrictive policies and mindsets or
workplace conditions such as a lack of work-issued phones or
shared desk and device policies. The server data indicated a
habituation effect, meaning participants needed less time to
authenticate with the method.

6 Ethics

Scientific research with human participants always requires spe-
cial care in the ethical conduct of experiments, so we took several
precautions for this study. The entire study implementation and
the data protection and privacy measures described below were
approved by the responsible Ethical Review Board (ERB). We set
the configuration of the Qualtrics server to the maximum privacy
setting for the online survey, i.e., we did not collect any metadata,
such as IP addresses or user agents. However, since part of the ex-
periment’s recruitment was done via the survey, people interested
in the follow-up study could voluntarily enter their contact details.
In these cases, we stored their email addresses or phone numbers.
Participants were also informed about the additional collection of
login data and the interview audio recording for the experiment
and asked for their consent. The commissioned data processing
agreement also covered the collection of the login events. All data
processed and collected for the experiment’s realization were stored
on GDPR-compliant servers in Germany and irrevocably deleted
after the study. All other data, such as interview recordings, non-
anonymized transcriptions, extracted log files, and contact data,
never left the researcher’s local device. All data was deleted after
it was no longer required for this work, e.g., the audio recordings
were deleted after the respective transcriptions were made. All
participants completed our study voluntarily, i.e., we did not com-
pensate them for their involvement. This partially avoided issues
with federal anti-corruption laws, as participants could not accept
rewards.

7 Limitations

The obtained results are limited due to the methods we used and
the exploratory nature of our study. First, our work suffers from a
self-selection bias, as participants participated voluntarily. There-
fore, their decision to participate and our final sample might have
been influenced by, e.g., their technical affinity or motivation to
advance science, and our sample is therefore not generally repre-
sentative [17]. Similarly, we mainly recruited via the company’s
network. Due to our focus on passwordless authentication and
its (lack of) availability or workplace policies prohibiting using,
e.g., new software and external hardware, our sample might be
further biased and exclude other potentially interested participants.
However, due to the scarcity of eligible participants and organiza-
tional constraints on method availability, we were unable to recruit
a balanced sample for all passwordless authentication methods.
However, this study aims to provide first exploratory insights into
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the landscape of and sentiments towards passwordless authenti-
cation within federal institutions and not to give a representative
overview of its current usage. Additionally, our survey might be
influenced by common biases, such as the acquiescence bias [4, 37],
i.e., participants might lean towards positive attitudes to agree with
statements given within the survey, or a social desirability bias [73].
However, since the survey does not contain explicit endorsement
questions, the effects of such biases are limited and more relevant
for the personal assessment of passwordless authentication meth-
ods during the interview. Our experiment has a comparatively small
sample size combined with the abovementioned biases. However,
our main goal was to gather first insights in a qualitative and ex-
ploratory fashion. Since only little scientific work has been done
on the subject so far, this work represents a first step for further
research projects in the field of usable security in public authorities.
It, therefore, aligns itself with the works of Farke et al., Reese et
al., and Reynolds et al., who worked with similar numbers of par-
ticipants and with whose help the first interesting indications for
further larger research projects were discovered [19, 20, 60, 62].

8 Discussion

Below, we address our research questions and provide insights into
the challenges of conducting user studies with public administration
audiences in Germany. We conclude with a round-up in which we
contextualize our work in the current state of research and outline
our contributions.

RQ1: Participants Lacked Experience With Passwordless Au-
thentication. Our results indicate that passwordless authenti-
cation is not widely used in German public administration. 38
(35.19%) participants in the online survey and four out of eleven
participants in the second study (cf. Section 4.3) reported being
familiar with passwordless authentication. Especially in the survey,
we found that TOTP was the most commonly known passwordless
authentication method. However, participants experienced vari-
ous issues during our experiment, leading the majority to choose
YubiKeys despite prior familiarity. We assume that this disparity
is based on the very individual organizational issues surrounding
passwordless authentication, e.g., the current availability of com-
pany phones. Additionally, our study had an external origin and
was not ordered by our participants’ employers. It did not affect
other software or operating systems they use. Therefore, in con-
trast to the previous experiences they mentioned in our surveys,
participants were not directly supported and equipped. In other
words, while they would receive company phones if their employer
chose to adopt TOTP, they were not supplied with one for the sake
of our study. As we were luckily able to provide participants with
YubiKeys, they were more likely to be able to choose this option. It
turns out that passwords still seem to be the dominant authentica-
tion method in this domain. The answers we received do not seem
to follow any actual pattern, so it appears to be more dependent
on individual IT departments whether they want to pursue the
topic of secure authentication. Another interesting aspect worth
noting is the mention of the home office as a reason for introduc-
ing additional authentication factors, e.g., TOTP (cf. Section 4.3.2).
Therefore, the home office obligations associated with COVID-19
seem to have led to the spread of passwordless methods. However,
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some participants also mention that they only need these security
measures for working from home and that their office worksta-
tion is still password-protected. Hence, office devices still rely on
analog security, such as physical access restrictions and password
authentication.

RQ2:FIDO2 is Perceived Secure but Unorthodox. The feedback
for FIDO2 methods was mainly positive, and most of the partici-
pants were eager to continue using the FIDO2 login for IG-CMS. The
methods were not perceived as disruptive, and the reduced memory
effort compared to passwords was highlighted (cf. Section 5.7.2).
This general assessment is supported by the benchmarking UEQ-S
score of 1.864 for YubiKeys. Furthermore, our participants assumed
that FIDO2 authentication is generally more secure than passwords,
which aligns with previous findings [19, 20, 41, 77]. However, mis-
conceptions about YubiKey’s haptic sensor could also influence
perceived security. This was not evident in previous research, but
it could help manufacturers, Mozilla, or Chromium optimize their
User Experience and reduce misconceptions.

For the YubiKey, we encountered some known barriers, like the
fear of losing, breaking, or stealing the YubiKey [20]. Participants
commented that they were mostly concerned that they would lose
or break the hardware key. Moreover, a few mentioned that this
method had caused them extra time and effort. Contrary to the find-
ings of Farke et al. [20], these effort barriers noted during the use
were more likely to be tolerated to receive the increased security.
Our experiences recruiting public sector employees (see Section 8)
showed that public sector employees from Germany seem accus-
tomed to lengthy processes and hardly notice the additional effort
caused by FIDO2. The participants’ reactions in the SME study
by Farke et al. are sometimes much more severe (“In the time it
takes to dig it up, plug it in, enter the PIN, and push it — I could have
already bought two pairs of shoes”) [20]. That said, habituation is
essential in that context. The reduction in the average time required
for login, which is visible in the server data, confirms previous re-
search [19, 20, 55] that the barriers diminish significantly as users
become accustomed to new authentication procedures.

Our participants developed coping strategies against the possible
loss and chose places for the token at their workplace, left it on the
laptop, e.g., a key ring or office safe, or left it on the computer. Some
participants mentioned they are willing to accept specific barriers
for more secure methods, knowing they are working with sensitive
data. According to one participant, there might be an organiza-
tional barrier to using the YubiKeys, as they could be considered
an external unauthorized hardware device, which is banned in the
work environment as a matter of principle for security reasons.

RQ3: Recommendations for Secure Authentication in Pub-
lic Administrations. Most participants in the experiment would
support the introduction of passwordless authentication methods
but also foresee some hurdles (cf. Section 5.7.2). Shared desks and
home offices mean no standardized and fixed workstations, and
restrictive regulations make it difficult for new technologies and
devices to become established. For TOTP, organizational difficulties
were often mentioned due to the need for service smartphones
and the lack of an authentication app in the managed app store.
The positive experiences of our experiment and the quick setup of
FIDO2-based methods at their workplace resulted in strong support
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for this authentication scheme. However, the participants’ opinions
on the possible mobility of the YubiKeys were divided. On the one
hand, participants who primarily work on the same device or at the
same workstation found the offered mobility rather inconvenient.
On the other hand, mobility is advantageous for employees who
work on different computers, at home, or open workstations. If
public sector organizations adopt FIDO-based authentication, this
difference should be considered. Employees with fixed workplaces
and devices could use a TPM setup for a more convenient use [19].
Mobile employees working from home can be equipped with hard-
ware tokens to enable FIDO2 authentication on different devices
and locations.

In addition to the end-user perspective, domain-specific chal-
lenges must be considered when deploying modern authentication
methods. Our participants described inflexible structures, limited
IT expertise, restrictive regulations, and hierarchical structures as
specific challenges within the public sector.

The use of physical password lists instead of password man-
agers, the low prevalence of passwordless authentication methods
—only 35% of survey respondents responded that they had used
one at work —and outdated security policies such as monthly pass-
word changes confirm previous research by Szczepaniuk et al. [70],
which identified a lack of IT security training in public sector or-
ganizations. At least in Germany, the public sector is also very
decentralized, resulting in many IT services being procured at the
local level, and the respective mayor, county commissioner, or head
of administration has to decide on IT changes. Departments that
want to implement software changes must get approval from at
least one superior and cannot independently decide on changes
such as a new login method for an online service. At the same time,
a whole range of legal regulations exist that hinder technological
progress. The lack of authenticator apps in a managed app store,
the TPM deactivation via Windows Policies, or the need for extra
approval when using a YubiKey shows that IT policymakers in the
public sector are not keeping up with recent developments.

Summarizing our results, we make the following recommenda-
tions to policymakers within the public sector:

o Adoption of passwordless authentication methods: We
showed that passwords are currently the dominant authenti-
cation method, but employees can cope well with methods
such as FIDO2. To increase the overall security for public
services, we recommend adopting more passwordless au-
thentication methods and considering supporting password-
less authentication, like FIDO2, as a requirement in public
IT tenders.
Central Evaluation of IT Components: Our findings in-
dicate that local IT managers have difficulties keeping up to
date with IT developments. To support them and streamline
the verification process for public IT, we recommend intro-
ducing centralized testing and certification for software such
as authenticator apps that local IT admins can incorporate.
e Improve Security Training for End-User: We identified
some misconceptions about IT security topics. Some of these
might result from outdated information (i.e., monthly pass-
word changes), but most stem from the exposure to entirely
new technologies. Strong authentication is the first defense
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against malicious actors, and regular trainings about recent
developments improve awareness and expertise.

Researching Usable Security in German Public Administra-
tions. Since this study seems to be the first to work with par-
ticipants from the German public administration on usable and
secure authentication, we provide insights into the obstacles re-
searchers may face when working with this population. As noted in
the previous sections, recruiting participants for the TOTP or TPM
setup was difficult and led to lower participant numbers overall
(cf. Section 5.7). This is mainly due to Germany’s federal struc-
tures, which means that many decisions regarding IT systems or
research projects must be discussed and settled on multiple local
hierarchical levels with each municipality. While many more users
of the IG-CMS were interested in participating in the experiment,
participation often failed due to the organizational overhead. For
example, separate application forms had to be submitted to the
IT departments for individual participation, including the involve-
ment of data protection or IT security officers with whom separate
agreements had to be made. In some cases, the entire process took
us up to six weeks, requiring multiple phone calls, emails, and sepa-
rate agreements to obtain a single participation. Several interested
individuals found the effort required to participate in a study under-
standably too much, so they withdrew their expressions of interest
in our research.

In addition to the organizational difficulties, there were technical
hurdles, which were highly individual due to the heterogeneous
IT landscape of municipal administrations (cf. Section 5.7). Some
devices were too old and did not have HSMs, so they could not be
used as a TPM. It also appears that the TPM option can sometimes
only be enabled via a Windows group policy after approval by a
system operator, or that the user must set up additional MFA meth-
ods first to use the computer with a TPM. In addition, estimating
the number of government employees with a service smartphone to
install authenticator apps was initially challenging. Service phones
are often centrally controlled with no access to the standard app
stores, so users cannot install apps themselves. As a result, there
was no Authenticator app available for them to use. To activate
the TPM option and an Authenticator app, the participants were
required to apply to the responsible IT department, which meant
additional organizational effort. Our experiment involved two ac-
tivation requests from December 2022 that were not processed as
of December 2023. For further projects in this area, we encourage
researchers to address these domain-specific problems and maybe
only work with fewer municipalities, which could provide access
to multiple participants at once. Hence, the organizational effort
should be contained or bundled into singular requests instead of
going through distinct and lengthy processes per user.

Putting Our Work Into Context. Our findings confirm several
previous results [19, 20, 38, 39, 41, 60, 61]. For example, our results
illustrate a similarly high acceptance of FIDO2-based methods as
in previous studies [41]. We identified similar usability problems
of FIDO2, such as fear of loss and destruction. Unlike previous
studies, however, we did not study participants working in small
companies [19, 20, 77] or universities [41]; instead, we dealt with
the domain of public administration. The sheer size, complexity,
federal and local regulations, and the unique characteristic of little
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external pressure for change present a challenge for IT projects
such as deploying novel authentication mechanisms. In light of
the increasing digitization of administration and leaks, our results
indicate that the usability of modern and more secure authentica-
tion methods is not the only relevant factor. On the contrary, the
regulations and procedures in the domain must also be adapted
so that more secure methods can be used, especially compared to
other misguided security policies, guidelines, and rules that actively
hinder users from using more secure methods [27].

Future Research. Our results show that end-users often do not
have the opportunity to use these methods because of limitations
imposed by rules and technical restrictions or the lack of support for
e-government software. Therefore, subsequent research could in-
vestigate how these rules emerged, e.g., by interviewing managers
responsible for public IT or manufacturers of e-government soft-
ware. In addition, comparative studies with countries with a higher
grade of digitization could allow further insights into this specific
domain. Furthermore, a follow-up study that takes our correspond-
ing recommendations from Section 8 into deeper consideration
would be interesting. FIDO2-based methods could be examined
for an entire department and, ideally, across several tools to cover
the interoperability between multiple RPs. Finally, a more direct
comparison between the public and private sectors would be inter-
esting. This could be investigated using a comparative experiment
between organizations from each sector.

9 Conclusion

To the best of our knowledge, we conducted the first user study
focusing on passwordless authentication in public administrations
in Germany. We used two research methods to investigate which
assumptions employees from German public authorities have about
passwordless authentication methods and how those methods are
perceived. Our results show that only a minority of the participants
could report experiences with these methods but that they are
generally considered a practical alternative to the password. The
experiment participants perceived the handling of FIDO2 as posi-
tive, and an introduction would be supported. For TOTP, technical
and organizational hurdles became visible due to the lack of office
smartphones or managed app stores. Considering the restrictive
policies and inflexible structures, future research could investigate
how the deployment of secure technologies can be made more effi-
cient and learn more about the mental models of public employees
to reduce barriers.
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All used materials are available at the following Open Society Foun-
dation repository: doi.org/10.17605/OSF.I0/9TJD2

Documents are available in English and German and include the
online survey, recruitment emails, codebooks (Survey & Experi-
ment), the interview guide, and used translations.

B Background

In this section, we present background information on covered
passwordless authentication mechanisms. Methods classified as
Passwordless Authentication are usually described as procedures
that do not require combining username and password but use
other authentication factors [43]. There have been several efforts to
introduce new methods since the usage of classic passwords entails
several technical and human security problems [59, 64, 68, 71, 72,
74].

B.1 Authentication with FIDO2

FIDO?2 is developed by the FIDO Alliance and the W3C [2]. As their
previous standard UZ2F failed, the FIDO2 authentication protocol
was introduced to replace passwords as the predominant login
method [41]. The protocol is based on the WebAuthn authentication
standard and the updated CTAP2 protocol [33].

Figure 4 illustrates the interaction of the two procedures and
the location of the components required in a FIDO2 authentication
process. For FIDO2, users need a private key and an associated
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Figure 5: An illustration of the TOTP process.

public key known to the Relying Parties (RP) with which authenti-
cation will be performed. The private key is required first for the
generation and subsequent registration of a key pair via FIDO2.
The key can be stored on an external hardware device (Roaming
Token) or an embedded Hardware Security Module (HSM) chip.
CTAP2 specifies how the client interacts with the device on which
the private key is located and defines the methods (like register,
challenge, and assert) that the client can issue to the authenticator.
Third parties can now send authentication challenges to the client
using the known public key via the WebAuthn. The challenge is
passed on to CTAP2 and can be validated using the private key. All
major browsers support this standard and provide a channel where
RPs can interact with clients using the same methods. This entire
interaction between a third party and the authenticator is called
FIDO2 [60].

Jan-Ulrich Holtgrave, Sabrina Klivan, Karola Marky, and Sascha Fahl

B.2 Authentication with TOTP

TOTP is based on the procedure for generating one-time pass-
words but adds a temporal component as an additional security
mechanism. One-time passwords (OTP) are valid only once and
invalidated after use. This procedure is widespread, e.g., for online
banking, where printed or device-based transaction authentication
numbers (TANs) were used [35, 48]. Newer methods, however, tend
to rely on smartphone-based procedures by sending codes via SMS
or through a separate app [35].

An additional time component is added if the method is extended
to TOTP. After the authentication service has formed the OTP, a
time window is formed during which the code is valid. This can
happen via timestamps or dynamic generation of codes, which
occurs without a static time window. Procedures via apps are be-
coming more widespread and more secure than SMS-based proce-
dures [16, 50]. Figure 5 displays an abstract view of an app-based
procedure [51, 60].
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Figure 4: Illustrating a FIDO2 authentication process.
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