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Abstract
Video gaming is one of the largest sectors of the software
industry. Game security is a paramount yet uniquely challeng-
ing concern. Beyond defending against conventional security
threats, video games must deal with a highly motivated adver-
sary from their own ranks: the cheater.

Cheaters seek to gain unfair advantages, undermining both
the economic viability and the competitive fairness of video
games. By the virtue of being an ever existing plague, the
industry and related work indicate having hardships with ad-
dressing cheating. In particular, the community lacks a co-
hesive, systematic understanding of cheating in video games.
Current literature is fragmented, focusing on isolated exploits
rather than a unified architectural view of the threat landscape.

Our work addresses this critical gap by providing a compre-
hensive systematization of video game cheating. We system-
atize 187 scientific publications spanning the last two decades.
Based on established knowledge systematization methodolo-
gies, we synthesize our findings into a detailed, holistic attack
tree, spanning six major cheating areas with 192 nodes. We
map the heterogeneous cheating strategies to the MITRE
ATT&CK framework, providing a structured taxonomy of
game-specific attack vectors. We enrich our work by present-
ing 54 safeguards for the attacks.

1 Introduction

Video games have been one of the highest-grossing markets
for software products for decades [135]. At the same time,
games belong to the most complex software products [100],
as they integrate numerous specialized workflows involving
many professionals, not all of whom have a software develop-
ment background [57]. Additionally, game software projects
are heavily affected by extremely tight deadlines and bud-
gets [75]. This complex environment provides fertile ground
for malicious actors to repeatedly carry out a plethora of
security attacks on data, infrastructure, and other monetary
values [149, 48, 31, 13, 139]. Serious examples, such as the

FromSoftware incident [151] or security vulnerabilities in
kernel anti-cheat drivers [92], drastically demonstrate how
security flaws in game code or auxiliary mandatory software
can compromise millions of devices.

In a study from 2024 with industry stakeholders, Kloster-
meyer et al. identified five key security areas of concern for
game development, with handling cheating being named as
the top priority [75]. Consalvo defined the concept of cheat-
ing through interviews with players as “giving the player
an unfair advantage” [28]. From a technical perspective,
cheating entails activities closely aligned with computer secu-
rity threats [79]. Cheaters need extensive knowledge about,
e.g., how to gain unauthorized access to data in networks
or storage [162], reverse engineering of protocols, data, and
structures [145], process injection and hijacking of execution
flows to manipulate gameplay [27], and more. Consequently,
the skills and techniques required by a cheater overlap sig-
nificantly with those used in traditional methods of secure
software development and offensive security (i.e., attacker
perspective), thus motivating the investigation of cheating as
a scientific problem in computer security.

Precariously, anti-cheating is associated with several tech-
nical pitfalls. Developers require deploying complex, state-
of-the-art security tooling outside their domain, comparable
to those used in high-security environments such as banking
applications (e.g., anomaly detection, zero trust security), to
detect and prevent cheating, for which they lack the necessary
expertise [79]. In addition, developers must balance other
similar important non-functional requirements for a game,
which often conflict with anti-cheating measures. For exam-
ple, popular massively multiplayer online games (MMOGs)
such as World of Warcraft need to balance scalability with
fast synchronization of game states across many connected
clients by sacrificing strict consistency [59]. Further, minimal
latency and bandwidth requirements, especially in fast-paced
shooter games [158] or fluctuations of mobile devices [160],
require sacrificing on encryption and authentication. There
are various centralized, decentralized, or hybrid approaches
to meet these requirements, depending on genre, features,
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and design of a game. However, all approaches affect anti-
cheating solutions with own challenges. If ignored, cheating
can have dramatic consequences, like sales declining, cus-
tomers migrating away, and development projects failing [75].

Therefore, anti-cheating measures should be considered
as early as possible in the development of a game, as fix-
ing software issues at a later stage invariably entails higher
costs [54]. Appropriate guidelines and actionable artifacts for
addressing cheating are thus crucial. Previous work addressed
cheating either in specific areas, such as architectural consid-
erations [38], particular genres [133], or examined the topic
more abstract [156]. Yan and Randell provided an important
first step with their 2005 cheating taxonomy, highlighting
15 forms of cheating [162]. However, there is a lack of a
comprehensive taxonomy that covers all aspects in the neces-
sary technical depth, paired with an exhaustive compilation of
actionable safeguards. Moreover, cheating is often described
as an ongoing arms race between cheaters and defenders,
making it necessary to be always up-to-date.

To close this gap, we perform a Systematic Literature Re-
view (SLR) of 187 papers about cheating and anti-cheating
from the last 20 years.We then utilized the results of our sys-
tematic analysis and extract game specifics, attack patterns,
and proposed safeguards from the academic papers to create
a detailed attack tree [123, 90] as an actionable artifact for
the security and developer community (Figure 2). To the best
of our knowledge, our systematization is unprecedented in
its depth. We contend that such an elaboration of the overall
picture of cheating not only provides valuable insights and
suggestions for future research, but also enables practitioners
to perform threat modeling for video games [43] using our
attack tree as an established baseline for describing security
threats [80]. Attack trees are a proven tool in computer se-
curity, even in cases involving users with limited technical
backgrounds [45], aligning with industry circumstances. Fur-
ther, we enrich our tree with a mapping to categories from
the MITRE ATT&CK Matrix for Enterprise [42], building
a bridge between standard work for cybersecurity defenses
and the games industry. Thus, we formulate the following
research questions and contributions:

RQ1 Comprehensive Systematization: What cheating and
anti-cheating research has been conducted in the past
20 years? We identify which topics have been investi-
gated over the last 20 years of research on cheating and
anti-cheating, and highlight key areas for future work.

RQ2 Developing an Attack Tree: What scenarios for cheat-
ing attacks exist, and what do they technically en-
compass? Our attack tree provides a comprehensive
overview of cheating techniques and enables threat mod-
eling for developers. From a cheater’s perspective, we
examine all the attacks investigated and provide a verti-
cal breakdown of technical cheating.

RQ3 Safeguarding Against Cheating: What safeguards exist
against which cheating attacks, and what does a compre-
hensive list of technical safeguard mechanisms against
cheating contain? Cheating attacks span a wide range
of scenarios that occur at many different technical levels.
By matching safeguards to steps in our attack tree, we
make an important technical contribution to combating
cheating at every stage of a cheater’s process.

2 Related Work

There are several SLRs on cheating and countermeasures in
online games. Early work developed taxonomies of cheating,
both in general [162, 163] and specifically for MMOGs [55,
52]. Jeng and Lee refined prior classifications by broadening
their scope, structure, and comprehensiveness [61]. Kotkov
et al. presented an SLR on bot detection and identified un-
derrepresented game categories, reviewed publicly available
datasets, and presented a taxonomy of detection methods [76].

Next, attention shifted towards Peer-to-Peer (P2P) game
architectures [38, 87]. Fan et al. defined six design issues to
address P2P security for MMOGs [38]. They compared alter-
natives for each issue and evaluated how P2P architectures ful-
fill the criteria [38]. Ma and Oikonomou provided an overview
of current MMOGs’ network architectures, discussing various
distributed Client–Server (C/S) solutions based on sharding,
partitioning, and geographical dispersion of players [87]. Fur-
thermore, Yahyavi and Kemme presented an overview of P2P
solutions for MMOGs using a uniform terminology [159].

More recently, AI-based cheat detection has attracted grow-
ing attention, with multiple SLRs summarizing the field [130,
171, 56]. Spijkerman and Ehlers conducted an SLR and
compared AI-driven tools with other classifiers for cheating
detection. Others focused on the capabilities of machine
learning (ML) identifying cheating behaviors in competitive
gaming [130, 171]. Hu compared the advantages and limita-
tions of AI image recognition cheating software with tradi-
tional memory injection cheating software. They analyzed
how cheaters could use AI and discussed strategies to combat
such cheating behaviors [56].

Additionally, researchers reviewed specific cheating topics.
Woo and Kim examined academic research and industry prac-
tices about illegal activities in online games and their counter-
measures. This includes botting, in-game hacks, gold farm-
ing, private servers, system/network hacking, and theft [156].
Chen et al. provided an overview of online cheating threats
and the associated security flaws. They also examined conse-
quences for online businesses and outlined technical implica-
tions [21]. Sablatnig et al. analyzed requirements to prevent
cheating, detect fraud, and ensure provability [121].

While previous research offered diverse perspectives on
specific fields of cheating, our work provides a technical, in-
depth examination that connects technical requirements for
cheats with potential safeguards. We unify prior work and
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address the existing research gap by developing an attack tree
that references established MITRE techniques. This approach
enables developers and researchers to better identify pain
points, apply impactful security concepts and to formally
confirm the validity of their mitigation processes.

3 Methodology

To create our intermediate taxonomy and the attack tree, we
conducted an SLR [18] of peer-reviewed publications on
cheating and anti-cheating in games. We followed the steps
defined by Kitchenham et al. for conducting SLRs for soft-
ware engineering [73]. This includes (i) a systematic search
of potential literature (Sec. 3.1), (ii) the pre-filtering of pub-
lications (Sec. 3.2), and (iii) the content analysis (Sec. 3.3).
Further, we visualized our results as an attack tree (Sec. 3.4).
Figure 1 provides an overview of our methodology.

1. Systematic Literature Search (Sec. 3.1)

• Academic APIs: OpenAlex, Semantic Scholar, and DBLP
• Filters: field: “Computer Science”, type: “Journal” or “Conference”, year:

“2005 or newer”
• De-Duplication: Matching of metadata (e.g., title, DOI), Levenshtein

distance on titles and abstracts

Turnout: 2,581 papers

2. Pre-Screening of Papers (Sec. 3.2)

• Screening: Applying inclusion & exclusion criteria (non-technical papers,
etc.) on title → abstract → paper body

• Procedure: Double checked by seven researchers, disagreements resolved
in regular intervals

Turnout: 2,334 excluded, 247 papers remaining

3. Systematic Content Analysis (Sec. 3.3)

• Paper Categorization: Double-coded decision if a paper provides a
technical contribution or provides merit in some other way. Special cases
are: LR (SLRs or Systematization of Knowledges (SoKs)) and STE (Adjacent
research). Further applied our inclusion/exclusion criteria to filter remaining
papers on their paper body

• Initial Codebook: Authors agreed on initial codebook based on RQs and
meta codes about research practices

• Qualitative Analysis: Semi-open coding of each paper by two researchers,
disagreements resolved in regular intervals

Turnout: 148 advancing papers, 24 LR, 15 STE, 60 disqualified

4. Taxonomy Creation & Attack Tree Visualization (Sec. 3.4)

• Procedure: Cheating techniques were classified using open card sorting of
LR papers joint by attack categories from MITRE ATT&CK for the inital
iteration. In further iterations, attacks were substituted with safeguards and
additional information from STE papers

• Visualization: Critical Path Analysis to build recurring attack playbooks and
merge sub-trees

Turnout: Attack Tree with 6 top-level goals, 192 nodes and 54 safeguards

Attack Tree SafeguardsMeta Information

Figure 1: Overview of our multi-stage systematic analysis
resulting in our attack tree, safeguards, and metadata.

3.1 Systematic Literature Search
In the following, we describe the pipeline to build our dataset.
We repeated the search during our study to include the most
recent work. The last crawl happened on December 31, 2025.

Search Query. We chose the anchor words “game” or “gam-
ing” as a starting point and extended them with a combination
of “cheat” or “fraud.” Additionally, we added “bot” and “de-
tect” to ensure we also covered botting detection. We used
wildcards to enlarge strings, resulting in the following query:

( game* OR gaming ) AND
( ( c h e a t * OR f r a u d *) OR
( ( b o t * ) AND ( d e t e c t * ) ) )

API Filters. We used the query to search in the titles and
abstracts of papers using the APIs of Semantic Scholar [124],
OpenAlex [105], and DBLP [32] to find relevant academic
publications. We further applied three technical filters to our
search. First, we only allowed papers classified by the APIs as
belonging to the field of computer science, as we focus on a
technical reflection on cheating. Second, we only considered
papers being published in conferences or journals, as we focus
on peer-reviewed works. Lastly, we used publicationDate
to only include publications since 2005’s taxonomy of cheat-
ing by Yan and Randell [162], covering 20 years of research.

Data Cleaning. As we noticed duplicates in our dataset, we
added a de-duplication step to our pipeline. This included
matching metadata (title, DOI, etc.) and using a generalized
Levenshtein distance [169] as a similarity metric for titles and
abstracts. For identified duplicates, the most recent version
in the dataset was retained. For duplicates based on extended
versions of a paper, we kept the most comprehensive version.
We removed 15 duplicates in this step. Our dataset thus
included 2,581 publications before pre-filtering.

3.2 Pre-Screening of Papers

Each paper was classified by two researchers whether it was
relevant to our work or out of scope. We excluded non-English
works. Further, we used the following exclusion criteria:

• Social Sciences, Psychology, and Law: We excluded
papers that mainly covered psychological, social, or legal
aspects of cheating.

• Game Theory: Our query returned several theoretical
studies on game theory without technical contributions,
which we excluded.

• Financial Fraud: Chargeback frauds [153] and money
laundry [152, 78] (including gold farming groups and
real money trading) are present topics in the gaming
ecosystem, but we consider these as advantages resulting
from cheating or exploiting external systems.

• Special Scenarios: We excluded screen-cheating in (co-
located) split-screen games, serious or training games,
capture-the-flag, hack-the-box, or other contests in a
gamified environment, and pure social network games.

• Other Gaming-related Issues: We excluded studies on
boosting, smurfing, griefing, and other toxic behavior.
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For each paper, we applied our criteria in the following or-
der: title, abstract, and paper body, depending on when a
decision could be made. Conflicting decisions between the
two researchers were discussed and resolved. We provide a
list of all papers and decisions in our supplementary material
(Open Science), including when a paper was disqualified. We
removed 2,376 papers in this step, leaving 247 for analysis.

3.3 Systematic Content Analysis
Initially, each paper was read by two researchers and then
jointly classified as either a technical contribution for the
attack tree or as one of the following special cases:

• Literature Review (LR) (24) are SLR or SoK papers
that provide summaries of the concept of cheating or
anti-cheating. We used these papers to initially structure
our attack tree (Sec. 3.4).

• Surrounding Technical Environment (STE) (15) pa-
pers do not directly cover attack scenarios or technical
safeguards but extend specific aspects, e.g., explainable
AI for existing bot detection models [141]. We added
them to applicable nodes for further information but
neither use them for creating the taxonomy nor the tree.

• We disqualified 60 papers during this step based on
our exclusion criteria, some of which proposed full ar-
chitectures for video games and only briefly addressed
cheating (Sec. 3.2).

The 187 not disqualified publications were assigned to
and systematically double-coded by seven researchers using
the analysis software MAXQDA [91] and a semi-open ap-
proach [34] based on thematic analysis [25, 26]. To structure
our codebook, we defined four top-level code groups a priori
to organize codes regarding data about the examined cheating
attack scenario, context regarding applicability dimensions,
presented safeguards, and any meta-information.

We then continued to fill the codebook with results from
the papers in scope. To obtain a holistic representation of
cheating scenarios, we added codes for the goal of the cheat,
e.g., utilizing aim assistance in shooter games, what tech-
nical component the cheat is attacking, and what the cheat
may further require from a cheater, e.g., reverse-engineering
a component. Further, we added codes to assign cheats or
safeguards to certain genre- or platform-specific subgroups
of games for which they are applicable or with which they
were introduced, e.g., first-person shooters (FPSs) or archi-
tecture types such as P2P or C/S. For safeguards, we added
codes for how the actual mechanism works, where it is im-
plemented architecturally, if there are any prerequisites, e.g.,
log data, kernel access, cryptographic material, etc., and what
security control type(s) [157] the safeguard can be classified
as. Lastly, we added meta-codes about, e.g., how the paper
provides advice and any miscellaneous general observations.
Each pair of researchers compared their resulting coding of

papers, resolved any conflicts, and merged new papers into
the main codebook. Our final codebook is available in our
supplementary materials (Open Science).

3.4 Taxonomy & Attack Tree Construction
To facilitate threat modeling and provide game developers
with structured guidance, we visualized our intermediate tax-
onomy as an attack tree [123] following the process described
by MITRE ATT&CK [43].

We developed the attack tree from an attacker-centric
cheater view with the goal of gaining any unfair advantage
over honest players. First, we leveraged open card sort-
ing [132] with the contents of the 24 LR papers influencing
the top-level primary exploitation categories of the attack tree
(Open Science). Next, we iteratively added the identified
cheating patterns from the technical contributions recorded in
our codebook to the skeleton tree, where each cheat was struc-
tured as a bottom-up attack tree. In the last step, we performed
a critical path analysis to identify common components within
the branches and formulated these as seperate playbooks, sup-
ported by categories from the MITRE ATT&CK Matrix for
Enterprise [42] where appropriate. We used Miro [95] boards
for translating the contents of our codebook into the tree.

Ultimately, we analyzed the safeguards from a game de-
veloper’s perspective. The attack tree was used as a basis to
determine what a game developer wants to prohibit or avoid
in their game. For each cheat, we placed all identified safe-
guard mechanisms and requirements on a separate Miro board
and, considering the objective of preventing a certain cheat
in the game, also performed closed card sorting with three re-
searchers. The result of this analysis step was the final attack
tree containing all identified cheating types with the variety
of safeguards that aim to prevent or detect a cheat.

3.5 Limitations
Our dataset depends primarily on the discoverability and re-
trievability of the publications. To minimize this bias and
reduce the likelihood of missing publications, we used three
different services and generally employed a rather inclusive
search query. Furthermore, we limited ourselves to peer-
reviewed publications from the last 20 years. This time range
was chosen to base our findings on established foundations of
research published in 2005 by Yan and Randell [162], includ-
ing the latest research and emerging topics. A brief search
revealed that older publications are either no longer acces-
sible or too outdated, especially considering that MMOGs
are a relatively young phenomenon that only emerged in the
early 2000s.We are therefore confident that our dataset con-
tains all relevant as well as the latest findings.

Furthermore, our work is limited to the academic discus-
sion of cheating and excludes gray literature or industry re-
ports, resulting in potential blind spots. However, our dataset
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includes studies on real cheating attacks and industry research;
thus, we are confident that the attack tree does not contain ma-
jor blind spots. Moreover, by using MITRE ATT&ACK [42],
we were able to identify several underlying technical similari-
ties that presumably also apply to left-out cheats.

4 Cheating Attack Tree

Due to space constraints, we are unable to include the entire
attack tree; instead, we present a scaled-down version in Fig-
ure 2, of which we will present the six top-level nodes in the
following sections. We provide a complete, scalable version
in our supplementary materials (Open Science).

For referencing, we assigned all nodes a Cheating Attack
Tree identifier in the form of CAT-<Number>. The ultimate
goal of an attacker is to gain an unfair advantage over others
in a video game, characterized by unfair behavior (CAT-000).
When describing the major branches of the attack tree, we fur-
ther adhere to the vocabulary from the MITRE ATT&CK TTP
framework [136]. We use the term “tactic” for higher-level
nodes, such as the use of automation to gain an advantage
(botting). “Techniques” are sub-nodes of a tactic, such as
different ways to realize the execution of a bot. Specific at-
tack sequences from top to bottom, e.g., a bot using object
detection for navigation requiring input, are referred to as
“procedures.” We modeled 192 nodes which we refer to as
“steps” of an attacker. The attack tree connects sub-steps with
a logical OR by default [123], implying that an attacker often
has several options to achieve their goal.
Playbooks. In line with the MITRE guidelines for creating
attack trees [43], we have grouped several recurring tech-
niques involving the same steps into sub-trees, which we refer
to as playbooks, each with their own PB-ID (Appendix A).
Playbooks showed apparent patterns that enabled grouping,
e.g., the hijacking of a process, and we were able to trace
these back to attack patterns listed by MITRE [42].

4.1 Automation & Assistance
The most thoroughly researched issue concerns automation
in games. We divided this tactic into two sub-tactics. First,
fully automated systems handle all the gameplay without a
player necessarily present. Second, assisting systems are only
partly automated while a player still has to play.
Fully Automated Systems. So-called bots play a game au-
tonomously to achieve any goal in the game that can be au-
tomated, generally performing repetitive tasks that a benign
player would normally have to perform with sufficient dili-
gence (CAT-100). We have encountered this attack tactic
particularly frequently in connection with massively multi-
player online role-playing games (MMORPGs), where play-
ers achieve progress through levels or items.

We modeled four key AND sub-steps as requirements for
any botting attacker we identified. The goal of the first step

is to gather information about the surroundings, which effec-
tively supports performing the controls, e.g., the avatar’s coor-
dinates. Typical techniques cover writing or recording simple
macros, e.g., certain paths that a bot repeatedly traverses for a
task [102, 23]. More reactionary techniques include dynamic
memory reads of a game process to obtain live in-game infor-
mation, e.g., other characters [47, 97]. Similarly, an attacker
can use a debugger attached to a game process to examine
memory data from a target’s address space [93, 39]. Another
approach is to read network packets; this may necessitate the
decryption and reverse engineering of the game’s packet struc-
ture, to extract intelligence [145]. Further, the graphics of a
game can be utilized by either capturing information using OS
graphics APIs or employing a real-time ML object detection
pipeline, such as the You Only Look Once (YOLO) series
of convolutional neural networks (CNNs), trained on the in-
game view such as screenshots [118, 60]. Regarding further
OS functionalities, an attacker may also utilize information
from the window messaging system [94, 84].

Next, the logic of a bot needs to be executed. This can hap-
pen outside a game process by sending keyboard or mouse
events to OS I/O API functions [39] or sending OS window
messages with inputs [84]. Another way includes to manipu-
late the game process, either by calling functions in the game
code directly to control the avatar, or by inserting code to be
executed [47]. However, such a procedure requires reverse
engineering the game’s process and developing a precise tech-
nique for executing inserted controls. Sophisticated ways to
insert and execute code may also leave the user-mode and
manipulate kernel or hardware features [39].

Another major step concerns operating the bot without
being detected. In general, a bot is interested in simulating
human behavior to evade detection mechanisms based on
behavioral data, e.g., through anomaly detection [79]. We
have found that a bot can mimic behavior either (i) through
adjusting avatar behavior, e.g., varying in walked paths [97],
(ii) through operational changes, such as not being online
all the time [10], or (iii) through methodological measures,
by, e.g., hiding from process scans if any chosen technique
involved interfacing with the game process or memory [39].

Finally, for a bot program to work, a cross-sectional step
concerns scripting. From obtaining information, to process-
ing, to the actual execution of the desired actions, “glue code”
is needed to translate the logic of a bot into the control sys-
tem, e.g., in the technique of using ML object detection and
controlling the bot accordingly to interact with objects, i.e.,
to send an input. This step may also include additional static
configurations that customize the functions of a bot [47, 113].

Player-Assisting Systems. Automation does not have to be
fully autonomous; it can also be used to assist a real player
(CAT-200). Predominantly, we identified so-called aimbots
and their various forms (i.e., triggerbots, aimkeys, etc. [166,
3, 22, 27, 86]). The assistance further includes tactics based
on semi-automatic inputs, including the use of macros [39],
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Figure 2: This figure illustrates a hierarchical classification of attacks to achieve unfair advantages in video games (CAT-000).
The tree is organized into six primary exploitation categories: Fully Automated Systems (CAT-100), Player-Assisting Systems
(CAT-200), Out-of-Band Level (CAT-300), Manipulation of Local State (CAT-400), Manipulation of Global State (CAT-500), and
Information Exposure (CAT-600). We map each category to the MITRE ATT&CK framework (e.g., Reconnaissance, Defense
Evasion, Persistence) to align game-specific threats with established cybersecurity domain knowledge.
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auto-clickers [40, 62], or spinbots [120], simulating fast key
or mouse movements. This can be leveraged, e.g., for no
recoil cheating in shooter games [165]. The close similarities
to fully automated systems are reflected in our attack tree in
that both share the same four key AND sub-steps, and MITRE
references. In the following, we focus on the special features
of assisted play and refer the reader to the previous section
for detailed information on similar techniques (Sec. 4.1).

Initially, access to game information is required, e.g., for
a generic aimbot, to detect opponents’ presence near the
player’s avatar. To solve this problem, an attacker can use
several techniques analogous to information capturing for
automated play. Options include reading the OS graphics
device APIs for information on pixel colors, as Laurens et
al. noted: “An example of such a hack involved changing the
player model skins in the game so that all enemies would
appear flat-shaded red, the external hack would then mon-
itor the output of the graphics driver, constantly scanning
for red-pixels” [81]. This procedure shows that some attacks
leverage a combination of several tactics and techniques in
our attack tree, combining the replacement of a player model
skin, covered in the tactic of manipulation of the local state
(Sec. 4.2), with assisted play. Other techniques use ML-based
object detection, with captured live material, e.g., by using
Open Broadcaster Software (OBS) [116] or NVIDIA Shad-
owPlay [103], as discussed by Yang et al. [165]. Moreover,
attackers can leverage static analysis of available code to find
useful segments [27] or use dynamic memory reads [165],
e.g., attaching a debugger to the game process [39].

Next, the attacker must execute code or a script [85]. This
can be done again by sending keyboard or mouse events to OS
I/O API functions [101], sending OS window messages with
movement inputs, or manipulating the game process [86].

Moreover, attackers must operate covertly without being
detected. In terms of methodological mimicry, we found that
the cheat software process can be obscured through seem-
ingly harmless naming of the executable files [77]. Fur-
ther, assuming screen recordings for object detection, capture
cards can be utilized to remove parts of the pipeline from
the client and can therefore no longer be detected by, e.g.,
process scans [165]. In terms of avatar behavior mimicry,
Kanervisto et al. proposed generative adversarial networks
(GANs) trained on benign human gameplay recordings to
smooth out aim assistance in shooter games by, e.g., provid-
ing automatic movement input in a more human-like speed
trajectory or by slightly overshooting a target [66]. Finally, an
attacker may blend in between benign players by irregularly
turning on and off the assistance, displaying both human and
bot-like behaviors [168, 166, 167].

4.2 Game State Manipulation

Another tactic concerns game state manipulation, i.e., an
attacker actively tries to influence the game state to their ad-

vantage. Baughman and Levine defined the game state as
“the set of information needed to describe the game at any
time, [. . .] composed of entity states” [7]. Technically, this
corresponds to a collection of concrete data values that rep-
resent the current situation of the world and its entities, e.g.,
scores [144], positions [11], resources [147] or item inven-
tory [138], rule parameters, e.g., speed constants [58] used
by a physics engine, and client-side artifacts, e.g., game files
such as 3D models to render the display state [6]. Modifying
the latter, e.g., replacing wall assets to make walls transparent
for a wall hack [65] or increasing the volume of certain sound
assets [81], changes the player’s game state locally. By divid-
ing this attack into two sub-tactics, i.e., changes to the local
game state, followed by the dissemination and replication of
a corrupted global game state, the actual steps taken by an
attacker can be tracked in detail through our attack tree. The
subsequent steps also enabled us to attach differentiated safe-
guards. We based our approach on a similar distinction made
by Park et al. between local and global game states [108].
Manipulating the Local State. For the manipulation of the
local state (CAT-400), we set two necessary AND sub-steps.
First, an attacker needs information about a game’s state.
They can obtain this through dynamic memory reads, e.g., by
identifying memory locations for values such as experience
points, in-game currency, or other resources associated with
the game [147]. An attacker can also obtain information from
the network by intercepting and examining packets [144].
Another attack vector concerns static files and code [39] if,
e.g., constant values for a physics engine are fed from static
values in configurations and are tampered with for speed-,
movement-, or teleportation-hacks that manipulate physics
such as gravity, acceleration, or the location of an avatar, e.g.,
in racing or role-playing games (RPGs) [114].

There are various methods to manipulate a value. Dynamic
memory writes can be used to overwrite memory with de-
sired values [147]. Similarly, static files can be replaced [39].
At the network level, a proxy instance can intercept packets,
rewriting them or creating new ones, and sending them to
the client, impersonating the server entity and state changes,
thereby manipulating the local game state on the client by
tricking it, e.g., to unlock paid content [144]. Finally, the local
game state can also be influenced by blocking game state up-
dates, ultimately filtering or blocking incoming packets [51],
e.g., by switching off the network adapter [160].
Manipulating the Global Game State. Manipulating the
global game state is more complex, as it entails persuading
other clients or servers to accept forged states and values or
respond in a manner beneficial to the attacker (CAT-500).
In this respect, so-called protocol-level cheating often takes
place at the network level [64] and depends on how receivers
handle manipulated states [126]. We differentiate whether
manipulation has occurred at the local level and is merely
being propagated or whether direct manipulation is taking
place at the network level. For the latter, we have added
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three essential AND sub-steps for an attacker. Initially, an
attacker needs to access information about the game state
by using techniques from Sec. 4.2. Interfering directly with
global game states further requires man-in-the-middle (MitM)
techniques to modify or forge packets [58, 99].

Next, we identified two options to meddle with the state
on a protocol level, either by manipulating the contents of
a packet or by tampering with the packet rate. For the for-
mer, almost all options for modifying a packet are open to the
attacker. Among these, we found modifications to the state up-
date packet that are technically correct but semantically false,
i.e., impossible state transitions to be particularly common in
related work [158]. Further, packets can also be manipulated
technically: senders and recipients can be spoofed, and pack-
ets can be timestamped incorrectly so tampered packets reach
a receiver earlier [127, 29].

Regarding the sent event packet rate, often coined as timing
cheating, an attacker can try to increase the speed of sending
packets [41], which could simulate faster inputs than are hu-
manly possible, similar to auto-clicker cheats [40]. Further,
flooding with event packets can also be used to, e.g., overload
a game server during a denial-of-service (DoS) attack [158].
Packets can also be replayed, e.g., to trick an authentication
instance into unlocking content for a client multiple times,
such as in an in-game shop [144]. However, an attacker can
also try to slow down the sent event packet rate, simulate high
client latency (lag-switches [62]), or stop sending state up-
dates completely, enabling an attacker to carry out procedures
such as so-called lookahead cheating by waiting for the event
update packets of all other participants and adjusting their
strategy based on the decisions of everyone else [8]. With
so-called dead reckoning, a client technology that is designed
to compensate for latency issues experienced by other par-
ticipants in MMOGs by extrapolating user inputs, so-called
suppress-correct cheating can occur. By deliberately suppress-
ing state update packets, dead reckoning is triggered, but the
attacker then sends packets more advantageous to them [55].

4.3 Accessing Unauthorized Information

Another major tactic for attackers is to access and utilize ad-
ditional information from the game state (CAT-600). This
tactic is related to what is frequently discussed as informa-
tion exposure, i.e., a client has more information about the
game state than is necessary to create a display state after the
rendering process [53, 81]. In this respect, an attacker using
this tactic does not attack the game state but the generation
of the display state from the game state by intervening in the
generation process and inserting additional information or
manipulating existing functions that create the display state.
Commonly, such an attack tactic can be leveraged in real-time
strategy (RTS) games, e.g., as map hacks [20], or in shooter
games as wall hacks [108].

We identified three top-level AND sub-steps for this tac-
tic. In general, an attacker must gain access to data from the
game state. Relevant data, e.g., for extrasensory perception
(ESP), can be obtained via dynamic memory reads, contain-
ing information about other players, such as their position or
health points [27, 63]. Using a debugger to connect to the
game process can provide an attacker with additional informa-
tion [39]. Further, data can also be obtained by intercepting
and analyzing network packets [175]. Moreover, it is possible
for an attacker to reverse engineer and intercept parts of the
rendering pipeline between the game process, GPU, and CPU
to identify information sources [108].

In the second step, an attacker uses this information,
whereby they have two options for displaying the information
obtained. On the one hand, the information can be embedded
in a display overlay. Such an overlay is located “over” the
game process and therefore does not need to interact directly
with it. This technique requires scripting to create the window
and populate it with the information [175]. On the other hand,
the information can also be embedded directly in the game
view by interfering with the creation of the display state. This
requires an execution handle or hook and also the insertion of
code into the game process, e.g., inserting a radar system [46]
or extending an existing radar [27]. In addition, the attacker
has several options for manipulating the display state creation.
We found possible techniques such as manipulation of the
GPU driver or interference in the communication between
the CPU and GPU [108], but also through manipulation of
functions at the game engine level [88] or manipulation of
memory-mapped assets used for the display state [39]. In a
specific side case, reading the information may also be suf-
ficient; the attacker gains a cognitive advantage, e.g., to be
able to make better-informed moves than other players [20].

Lastly, an attacker must operate without being detected.

4.4 Out-of-Band Cheating

Lastly, we identified a tactic utilizing techniques from an
out-of-band level (CAT-300). In these cases, an attacker uses
additional external aids unrelated to the game or exploits
weaknesses arising from the fact that a game or client device
is located in a manipulable environment outside the game’s
control. Such an advantage can arise by connecting additional
hardware to a mobile device that makes the game easier for
them, e.g., a controller adapter, which makes an attacker’s
inputs more precise than those of their fellow players [5].

Particularly in location-based games on mobile devices,
sensors can also be deceived if the game logic relies on their
inputs. This can be done, e.g., by mounting a mobile device
that requires distance traveled on other physically moving
objects, such as a ceiling fan [107].

External clients can also be used, allowing an attacker
to perform statistical learning on them to predict the prob-
abilities of their opponent’s future moves. This tactic was
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presented by Bursztein and occurs in games that allow such
an approach because they are predictable and also allow suffi-
cient time between moves for the model to make calculations,
e.g., in trading or collectible card games [16]. However, a ML
model that is supposed to deliver predictions requires input
about the current game state. Bursztein explained that this
can be achieved by using a game’s official APIs or by other
means, such as recording and analyzing network traffic. A
client can also be manipulated directly, e.g., by inserting code
that can be used to read out the game state. Furthermore,
a ML object detection pipeline may also be feasible, which
can read the game state from the player’s view, e.g., which
playing cards are currently in play. However, the game client
can also be manipulated to activate additional functions that
enable access, e.g., a debug log for developers. Ultimately,
the player’s inputs must be made, which can be automated
but can also be done manually after the attacker has received
a new prediction and adjusted their strategy accordingly.

Finally, we found another tactic that relies on external near
field communication (NFC) objects. In cases where a game
can interact with such a device, e.g., to unlock game content,
the NFC object itself, reader communication, the reading soft-
ware, and the transmission between the reader and the game,
as well as to a prospective server, provide opportunities for at-
tacks. These include object duplications, changes to firmware
and software, or MitM attacks during data transmission [44].

5 Safeguards

In this section, we first introduce requirements for safeguards
and then present the safeguards that emerged in our SLR.

5.1 Requirements of Safeguards
We categorized requirements into the 16 types shown in Ta-
ble 1, and assigned IDs to match requirements and safeguards.

Table 1: Requirement Categories with IDs.

ID Requirement Description and Examples

R01 Kernel-Level Access Extended privileges on client
R02 Cryptographic Key Material Encryption, hashing, signing
R03 Trusted Execution Environment Intel SGX, AMD SEV, ARM TrustZone
R04 Game Replays Log data or recordings of past sessions
R05 Hardware ID (HWID) A fixed player hardware handle, e.g., serial numbers
R06 Update Channel For example to obtain blacklist signatures
R07 Flagging of Players Storage system for holding flags, e.g., database
R08 Reputation System System for scoring and holding a player reputation vector
R09 Labeling Data Prerequisites for (some) ML analysis
R10 Monitoring System System to obtain log data

Log Data Sub-Types
R11 Meta Player Information IP address, payment information, etc.
R12 Meta Gaming Data Session information, frequencies, etc.
R13 Technical Data Raw device inputs (keyboard/mouse), etc.
R14 Game-related Data Avatar actions, movement, etc.
R15 Avatar Information Avatar values, health, experience points, etc.
R16 Social Interactions Communication, activities, trades, etc.

A common requirement for safeguards is the need for ex-
tended privileges for kernel-level access (R01). This allows,
e.g., critical memory areas to be monitored in client-side

scanning. Moreover, cryptographic key material (R02) is nec-
essary for techniques like encrypted network traffic. Using
a trusted execution environment (TEE) further requires ca-
pable hardware (R03). For several corrective measures, it
may also be necessary to have hardware IDs on players to
execute more severe corrective hardware bans (R05), or to
flag a player (R07) to feed a reputation system (R08), which
is used in various safeguards.
Monitoring & Log Data. Many approaches dealt with the
analysis of log data, often in connection with statistical or ML
methods, to detect anomalies in player behavior that imply
cheating. Anomaly detection requires different types of log
data, as well as a monitoring system (R10) to capture required
data, or, complementary, access to replay data (R04), e.g., for
training purposes. Depending on the chosen machine learning
paradigm, it may also be necessary to label this data (R09).
We defined six different log data types (R11–R16) across
game genres and safeguards. Below, we briefly present each
type with non-exhaustive examples. A complete list of all
data types is provided through our codebook export in our
supplementary materials (Open Science).

In the area of meta player information (R11), we have
classified the client’s connectivity data. This includes the
IP address, various devices used by the same player, other
connection data such as the use of a VPN or PPTP, additional
available metadata from the network provider, and any higher-
level player account statuses such as “VIP” or similar. Meta
gaming data (R12) includes everything related to the player’s
sessions, such as timestamps, play time, or how often a player
logs in and out. Technical data (R13) refers to inputs received
by the game, such as mouse actions, keyboard presses, or
periods of absence of inputs. Game-related data (R14) covers
all interactions that an avatar has performed and experienced,
such as movement and location data, firing or getting hit
in shooter games, or item and world interactions in RPGs.
However, this category also includes all data closely related
to the game itself, such as which map was played in a shooter
or the ID of the server. Separately, we have distinguished
between static avatar information (R15), such as data from a
scoreboard, scores, levels, classes, or acquired skills in RPGs.
Finally, literature often dealt with the analysis of interactions
between players, which we included in social interactions
(R16). We included data such as direct communications, but
also group activities such as joint questing or trading.

5.2 Safeguard Techniques
We identified 54 safeguards against the various cheating tac-
tics from the attack tree and provide an overview in Table 2.
We classified them into four control types: directive, preven-
tive, detective, and corrective (as defined by Wright [157]).
Further, we marked the deployment location, possible require-
ments for their usage, and identifiers to attack steps from our
attack tree addressed by a safeguard.
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Table 2: Identified Safeguards with IDs, Control Types (Directive, Preventive, Detective and Corrective), their Location, specific
requirements and our referenced attack scenarios.

ID Safeguard Di. Pr. De. Co. Loc. Requirements Arch. Addressed CATs

SG01 Transparent game policies about cheating x C,S General
SG02 Educate players about consequences and repercussions x C,S General
SG03 CAPTCHAs x C General CAT-100
SG04 Disincenting game design x C General CAT-100,CAT-310,CAT-522.2.2,CAT-522.2.3
SG05 Player judgement feature x C,S R04 General CAT-200,CAT-600
SG06 Log Analysis (ML) x C,S R10,R11-R16,(R04),(R09) General CAT-100,CAT-200,CAT-600
SG07 Log Analysis (Statistics) x C,S R10,R11-R16,(R04),(R09) General CAT-100,CAT-200,CAT-600
SG08 Integrity checks: Files, binary, code, registry, etc. x x C General CAT-421
SG09 Integrity checks: Loaded game process modules x x C General PB-6
SG10 Integrity checks: Dynamic memory and stack validation x x C General PB-2
SG11 Integrity checks: Function pointer validation x x C General PB-5
SG12 Integrity checks: Drivers, e.g. graphics x x C (R01) General CAT-143.1,CAT-422,CAT-423.2.2,CAT-632.3.3
SG13 Integrity checks: Kernel-space x x C R01 General PB-2,PB-6
SG14 Scans: Changes to registers x C R01 General CAT-135
SG15 Scans: Changes to instruction / exception / interrupt counts x C R01 General CAT-135
SG16 Scans: Changes to EIP behavior x C R01 General CAT-135
SG17 Scans: Loaded game process modules x C,(S) (R06) General PB-6
SG18 Scans: (New) Processes, handles, threads; block x C,(S) (R01),(R06) General PB-2.2,PB-3.1,PB-4.2,PB-6.2.2,PB-6.2.3
SG19 Scans: Dynamic memory x C,(S) (R01),(R06) General PB-2,PB-6
SG20 Scans: Drivers, e.g. graphics x C,(S) (R01),(R06) General CAT-143.1,CAT-422,CAT-423.2.2,CAT-632.3.3
SG21 Scans: Kernel-space x C,(S) R01,(R06) General PB-2,PB-6
SG22 Scans: Open network connections x C (R01) General CAT-120,CAT-220,CAT-632.1,CAT-633.2
SG23 Scans: Measuring of changing execution timings / game ticks x C General PB-6
SG24 Scans: Check for callback or hook techniques, process misdirects x x C (R01) General PB-5
SG25 Use honeypots for game APIs x S,(C) General
SG26 Isolate cheaters in matchmaking x C,S R07 General
SG27 Terminate cheaters’ game x C General
SG28 Visual flagging of cheater x C,S R07 General
SG29 Public reputation system x S R08 General
SG30 Kick cheaters x C General
SG31 Ban cheaters (Account) x C General
SG32 Ban cheaters (HWID) x C R05 General
SG33 Adding noise to display state (Adversarial ML) x C General CAT-212,(CAT-112)
SG34 Apply obfuscation on statics, source code x C General CAT-214,CAT-411,(CAT-421)
SG35 Apply obfuscation on dynamic execution flow, source / byte code x C General PB-5,PB-6
SG36 Apply obfuscation on dynamic memory x C General PB-2,PB-4,PB-6
SG37 Protect memory region x x C (R01) General PB-2,PB-4,PB-6
SG38 Debugger prevention from attaching x x C General CAT-115,CAT-211,CAT-612,PB-5.3
SG39 Debugger detection x C (R01) General CAT-115,CAT-211,CAT-612,PB-5.3
SG40 Outsourcing files / memory / GPU rendering into TEE x C R03 General PB-2,PB-4,PB-5,PB-6
SG41 Check if being executed in VM x C (R01) General CAT-143.3
SG42 Compare I/O HW signals with game engine x C,(S) General CAT-131,CAT-231
SG43 Block MS Windows drivers test signing mode x x C Windows CAT-143.1,CAT-422,CAT-423.2.2,CAT-632.3.3
SG44 DB Integrity checks in backend x S General CAT-510
SG45 Encryption of network traffic / state / event x C,S R02 General PB-3,CAT-324,CAT-323.2
SG46 Message hashing of network traffic / state / event x x C,S R02 General PB-3,CAT-324,CAT-323.2
SG47 Message signing of network traffic / state / event / hash x x C,S R02 General PB-3,CAT-324,CAT-323.2,CAT-522.2.1,CAT-522.1.3
SG48 Periodically change key material x C,S R02 General
SG49 Authoritative server design x x S General CAT-400,CAT-510,CAT-522.1.1
SG50 Area of interest region partitioning, zoning; information minimization x C,S General CAT-410,CAT-523,CAT-610,(PB-3),(PB-4)
SG51 Monitor node, referee, coordinator, trusted entity, proxy x x C (R02) P2P CAT-400,CAT-510,CAT-522.1.1
SG52 Use event (commitment) protocols x x C R02 P2P CAT-522.1.4,CAT-522.2.1,CAT-522.2.3,CAT-522.2.4.1,CAT-522.2.4.3
SG53 Root/Jailbreak detection x x C,S Mobile
SG54 Use of additional sensor/meta data x x C,S Mobile CAT-143.1,CAT-310,CAT-422

Hardening the Client. A lot of the game state handling
happens on the client level, but the client cannot simply be
trusted, as it offers many points of attack. After all, however,
a game must be run on a client to be played. Thus, to make
a client as resistant as possible, we collected 32 safeguards
regarding blacklisting, whitelisting, scanning, and hardening.

First, we found many integrity measures that ensure that
both the static game data in advance and the dynamic mem-
ory area have not been manipulated (SG08–SG13) [39, 27].
In addition, various blacklist scans can be used to examine
dynamic areas, detect tampering with the game process, or de-
tect malicious activity on the client outside the game process,
e.g., by tracking open network connections to known cheating
hosts (SG14–SG24) [36]. Finally, various methods can be
implemented at the code, process, and network levels to in-
crease difficulty accessing critical entry points. These include
obfuscating code, execution flow or memory, outsourcing
game data to TEEs or the encryption, hashing, and signing of
network data (SG34–SG48). Tian et al. noted that: “If done
effectively, code obfuscation and hiding can be a sufficient

(though not perfect) deterrent to game hackers who try to
reverse engineer the game” [144]. The scope of these safe-
guards can also be expanded by (i) implementing measures
at a lower kernel level, (ii) starting anti-cheat measures be-
fore the game is launched, or (iii) starting the game from the
safeguard process as its parent with providing permissions.

Anomaly Detection & ML Threats. Many publications cov-
ered anomaly detection to find cheaters. We distinguished
between papers using statistical methods for outlier detec-
tion [68, 96, 106] and those using ML approaches. We
identified a wide range of ML approaches, including super-
vised, unsupervised, and reinforcement learning. A large
part discussed variants of deep learning, including recurrent
(RNN) [142], convolutional (CNN) [110], graph (GNN) [117],
or cascade correlation (CCNN) [47] neural networks. Unsu-
pervised learning was proposed using latent Dirichlet alloca-
tion (LDA) [173], among other things, while reinforcement
learning included genetic algorithms [115]. A detailed list
can be found with our codebook (Open Science).

Anomaly detection was often linked to the need for a
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dataset. Yahyavi et al. noted: “No game research frame-
work can realistically emulate commercial multiplayer games,
which take years and millions of dollars to develop” [158].
To simulate data as realistically as possible, some researchers
used cheating software themselves in controlled environ-
ments, both self-written [46] and “real” cheats [47]. Some
researchers invited participants to generate datasets, both with
and without cheats, especially for FPSs [166, 66]. Generating
human-like datasets was also the largest use case for human
subject studies we found overall. However, especially for
MMORPGs, we found several cooperations with video game
companies, which in turn investigated attacks from the field
of fully automated play with data from their products [72,
174, 69]. Sometimes, reference was also made to the privacy
conformity of using this data [10, 67, 9]. Labeling-wise, re-
liance was placed on the previous classification of the data
by the company [17, 174, 96]. Platzer conducted a human
subjects study to generate data on MMORPGs for research,
but reported that it was “a time-consuming task” and that “it
does not pay of to gather player data by setting up a home-
brew game server” [113]. Others used public APIs to obtain
game replays, including Steam [106]. Further, a few papers
also examined artificial or synthetic data [134, 83].

Unsupervised methods were used mainly because, as Choi
and Ko commented, “we simply need to gather benign data,
which are far easier to obtain than cheating data – cheaters
inherently do not want to reveal their identity, thus hiring
them to collect real-world cheating data is not feasible” [22].

On the other hand, to defend against ML object detection-
based attacks, adversarial ML proposed to insert noise into
game graphics assets (SG33), which are becoming increas-
ingly common due to ever improving object detection tech-
niques posing a threat [137, 89, 101].

Architectural Considerations. Besides security and fair-
ness, game architectures must also take other non-functional
requirements into account. These include latency and scala-
bility, especially in MMORPGs, where many clients must be
connected [159]. This was reflected in our dataset by research
on P2P and distributed state synchronization [158]. However,
the issue of security and cheating is more complex when there
is no authoritative server (SG49) [144] to oversee and decide
on the game state. To this end, approaches proposed parti-
tioning the game world into regions (SG50), e.g., so that not
every client is provided with information from all players, but
only what is necessary to render their local display state [53].
A certain return to server authoritative design can be found
in proposed monitor nodes, referees, trusted coordinators, or
proxies (SG51) [154] and the associated challenge of select-
ing a trustful node for this task [150]. Further, we found many
elaborate protocols, including those to ensure event commit-
ment for client actions (SG52) [155], mainly based on using
encryption (SG45), hashing (SG46) and signing (SG47) of
and for game state network traffic [112]. The relevant litera-

ture was published mainly between 2005 and 2010. In later
work, hybrid approaches were increasingly proposed [129].

Many safeguards are also applicable to mobile environ-
ments. They also offer further possibilities, such as additional
sensors that might be used for safeguards (SG54) [160], but es-
pecially Android devices are affected by rooting (SG53) [79].

Anti-Cheating by Game Design. Some papers proposed
incorporating safeguards into the game design. Since using
CAPTCHAs as an approach to detect botting was identified
as having a significant impact on the gaming experience due
to interupting gameplay, it was proposed that a CAPTCHA
could be incorporated more organically into a game design,
e.g., as a mini-game (SG03) [24]. Moreover, considerations
for cheating-disincentivizing game designs were proposed
by identifying which areas are particularly vulnerable to at-
tacks, such as a player-driven in-game auction house, and
embedding noninteractive tests (SG04) [161].

6 Discussion

Video games are under constant attack. Regarding cheating,
the many references to the arms race [2] make it clear that
this issue demands an ongoing effort and attention. Today’s
video games are diverse, as are potential cheating attack vec-
tors; developers need to think carefully early on about what
their game design includes and what types of cheating could
occur. However, the reality of the gaming industry often does
not allow for such considerations [100, 75]. Many identified
attack tactics are technically complex and lie far outside the
scope of developing a game’s core content, while there is
a lack of detailed technical descriptions of cheating to un-
derstand attacks, develop safeguards, and, most importantly,
apply them. Our work contributes to shifting the boundaries
of this arms race in favor of developers and fairness in video
games. In the following, we present trends in cheating and
related research, examine key attack and defense mechanisms,
discuss the challenges involved in researching anti-cheating
measures, and highlight future research directions.

6.1 Trends in 20 Years of Research

We investigated shifts in research over the last 20 years and
were glad to notice a slight increase in overall publications.
Prior work mostly focused on MMORPGs, FPSs, or cross-
genre-specific topics. Further, many papers focused on the PC
platform, especially MS Windows, followed by mobile games
or platform-independent work. The recent Game Developers
Conference (GDC) report, however, indicated growing inter-
est among developers in Linux gaming platforms, such as the
Steam Deck [104], which was not reflected in our dataset.

We noticed that research on P2P methods has declined and
been summarized in comprehensive works such as Yahyavi
and Kemme [159]. In the early 2000s, computers became
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widely connected, and MMOGs emerged, necessitating re-
search, particularly on latency and scalability. Today, the exis-
tence of high-performance data centers around the world are a
major advantage for video games, as they make it possible to
counter classic problems such as game state synchronization
and cheating issues with a traditional server authoritative C/S
structure with unprecedented low latency compared to the
past, so that P2P became less relevant. Game designs can
still use zoning or sharding to distribute scalability across
different servers. If games leverage P2P network architecture
these days, they are usually hybrid in nature [159, 75].

Occasionally, we found work regarding TEEs. Hardware
enclaves such as Intel SGX offer the advantage to perform
operations or provide key material for integrity checks outside
the user space, among other things, to make it more difficult
for attackers to access data or operations. Recently, Choi
and Ko presented important work on the feasibility of such
technology for anti-cheating [22]. However, attacks against
TEEs are not uncommon [172, 49, 19, 98, 15]. Meanwhile,
Intel, as a major gaming CPU supplier, decided not to include
SGX in consumer electronics for several years [30]. Apart
from their general availability it remains questionable to what
extent secure enclaves are a reliable option for anti-cheating,
especially given their comparatively high technical complex-
ity, the high-performance requirements of video games, and
also cheaters potentially attacking TEEs.

Finally, as ML capacities increase, detective approaches are
being researched that examine log data and behavior patterns
across games of all genres. Previously, the literature shifted
from using “simpler” statistical methods to more compre-
hensive ML pipelines. Complementarily, as ML approaches
require human-in-the-loop reviewing classifications, research
started investigating their explainability [141, 140, 170], and
large language model assistance [131] as emerging topics.

6.2 Key Attacks & Defenses
The attack tree (Figure 2) models cheating attacks in video
games, grouped into six tactics, and helped to identify recur-
ring steps, which we summarized in playbooks. Safeguards
against a playbook are therefore a major advantage, as they
indirectly counter multiple cheating tactics. In essence, any
cheating attack procedure typically involves three major steps.
Gathering Intelligence. Regardless of the tactic, an attacker
usually needs information about their target. Typically, it is
important to reverse-engineer parts of the game data to obtain
information, often involving passive, unauthorized access
to static or dynamic game data stored in files, memory, or
network transmissions. However, a critical challenge remains:
simple read access is more difficult to detect and prevent.

Newer attack approaches increasingly use object detection,
e.g., for automated assistance. We assume that advances in the
field of object detection and the availability models make such
approaches much more feasible. Critically, these methods do

not interfere with deeper layers of the client, thereby reducing
the technical knowledge burden on attackers. One option
could be to block screen recording technologies such as OBS
or NVIDIA ShadowPlay [165]. However, this could have
serious consequences, especially for video game streaming,
which plays a critical role in the marketing.
Using Information. In a simple case, the information alone
may be enough to give an attacker an advantage. Otherwise,
the next step for an attacker is to decide what to do with this
information. This involves, e.g., actively tapping into a game
process and inserting code, data, or input control. Such exe-
cution is easier to detect because changes to files or memory
are more obvious. Attacks can be detected and prevented,
or made more difficult using the three-step safeguard mea-
sures to (i) harden the client, (ii) check the integrity of data,
and (iii) perform dynamic scans during runtime. However,
execution can also occur at the network level in the case of
global game state attacks disrupting a game, which implies
that safeguarding measures must also be directed against net-
work traffic, e.g., a server that needs to protect against forged
updates [126]. Another example concerns the proliferation of
lag switches, showing that it is not always clear how to handle
clients with high latency. Those can be easily detected, but the
question remains of how to distinguish normal fluctuations in
network latency from attacks [62].

In addition, many tactics require creating a script, an exe-
cutable or “glue code” to connect information and execution,
e.g., by linking object detection and bot controls. In the lit-
erature, we often found little description of how this step is
performed. However, threat intelligence may offer an appeal-
ing approach by dismantling and examining cheats for their
behavior [4]. Automating such approaches, which should also
include prepared reporting for developers, would be highly
desirable, as they would simplify the knowledge and time-
intensive task of vulnerability analysis and enable developers
to take immediate action.
Acting Covertly. Finally, we observed work on operating
cheats undetected, representing the third step for an attacker,
such as to deceive ML detection approaches by having aim-
bots mimic a player’s normal behavior rather than generating
suspicious outliers [66]. However, research on how protective
measures can be deceived, or how steps in the cheating pro-
cess can be concealed, was only examined marginally. Here,
we see further potential to detail what stealth measures for
cheats might look like, offering refinement of attack models
and, in turn, safeguards accordingly.

6.3 Challenges for Research & Future Work
Based on the papers’ meta comments, we concluded that
video games are difficult to research. They are sophisticated
software products that are closely linked to an industry known
for being reluctant to discuss its work, particularly regarding
security [113, 16, 75].
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Openly Standardizing Anti-cheating. Standardization ef-
forts, e.g., from Valve Corporation, by releasing open-access
source code for networking stacks for games [148], which
consider security that in turn affects anti-cheating, demon-
strate, however, that the opposite may also be possible. We
see further opportunities to standardize anti-cheating in client-
side security. Client safeguards to counter access and exe-
cution steps, and thus concerning many attack procedures
can be divided into three categories we previously introduced
(Sec. 6.2). For example, developers can perform integrity
checks on their software using signatures and checksums to
detect tampering at file or process level. However, we argue
that integrity-checking which extends beyond the game client
is increasingly beyond developers’ responsibility. This is sim-
ilar with scans at game runtime which require monitoring
processes to identify malicious attackers. Here, developers
need significantly more knowledge of security scanning at
the process and memory level [143]. Regarding safeguarding
scans in the kernel space, it becomes increasingly difficult for
game developers to act, as the technical complexity becomes
outstandingly high and critical errors in kernel-level software
can have serious security and privacy consequences for clients
beyond cheating [92]. We argue that safeguards for ensuring
client-side security must either be implemented outside the
game development context or be examined alongside game
developers in human subject studies.

Commercial providers of externalized client-side black box
anti-cheat software, however, tend to keep a low profile when
it comes to the exact content of their products. This raises
questions about security, trust, and privacy in such solutions,
given the vulnerabilities found in them [36, 122]. Cheating on
a client cannot be completely prevented, but standardization
and the exchange of knowledge, especially about hardening
a client, can accelerate and simplify the secure production
of games and a later lifecycle step of releasing updates to
close gaps within the limits of developers, e.g., by reapplying
obfuscation, or changing execution graphs or key material.

Acquiring Data & Collaboration. Another challenge con-
cerns the simulation of games and players to generate datasets
for research, e.g., for detective ML measures [22, 158]. Re-
garding bot detection in MMORPGs, we found several publi-
cations by and with gaming companies presenting research,
which are welcome examples of cooperation between research
and industry [68, 82, 142]. Nevertheless, the privacy policies
between players and gaming companies must be complied
with in all cases, and data protection rights must be upheld, as
all players’ data would be analyzed, including, e.g., chats that
may contain personal data. It can be assumed that this poses
a challenge for collaboration with researchers. Possible ef-
forts to create a privacy-protecting framework for data sharing
could use differential privacy approaches [35], which, to the
best of our knowledge, have not yet been investigated in the
context of gaming data for cheating detection. As attackers
use ML for object detection, safeguard research, which deals

with the embedding of adversarial noise into rendering the
display state [164, 101, 89, 137], also faces a growing need
to collaborate with developers, as such interventions can have
serious consequences, such as rendering performance losses,
thus, they must be well integrated.
Scientifically Underexplored Issues. Ultimately, all aca-
demic discussions on cheating that we examined focused
exclusively on methods within privilege Ring 3 and 0 of com-
puter systems [125]. However, cheating attacks at deeper
privilege levels or entirely outside the standard ring model
are known to exist [2]. These include techniques such as
manipulating a hypervisor, which operates at Ring -1 via vir-
tualization extensions, or by tampering with UEFI firmware
or the System Management Mode at Ring -2, comparable
to bootkits [12, 14, 70]. Similarly, additional external hard-
ware devices, such as PCI direct memory access cards, pose
a threat [1]. Such manipulations can be used to deploy ma-
licious code or to read or write data in memory undetected
for cheating. It is, however, possible to detect and prevent
such cheating attacks, e.g., by using modern hardware fea-
tures such as virtualization-based security [37, 146]; but this
also requires hardware that supports such features. In addi-
tion, advances in generative AI for coding are likely to lower
the barriers to entry for creating cheats [111, 128]. Given
that cheating is a constantly evolving topic, it is essential to
stay on top of developments and advance research on current
issues so that a research–practice gap does not widen further.

7 Conclusion

In this paper, we conducted a systematic analysis of papers on
technical cheating and anti-cheating from the last 20 years of
security research to outline attack vectors and corresponding
safeguards. We processed our findings in an attack tree, mod-
eling six main tactics of a cheating attacker. In addition, we
incorporated references to the MITRE ATT&CK framework
to provide standardized guidance on attack procedures and
solutions. Our analysis provides an important building block
for developing threat models for video games and for stan-
dardizing anti-cheating efforts. Furthermore, we contributed a
meta discussion of trends and an examination of challenges in
researching cheating for academia and the gaming industry.
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Ethical Considerations

In our study we investigated cheating attack vectors, counter-
measures, and their interconnection to cybersecurity topics.
As we conducted a SLR and did not involve human partici-
pants, our study was not applicable by our institution’s ethical
review board (ERB), but we did a consultation with our ethics
officers to discuss other potential side effects of our research.
Further, we followed ethical principles of the Menlo Report
for research involving information and communication tech-
nologies [71]. In the following, we structure ethical consider-
ations related to our study according to the principles of the
Menlo Report.

Respect for Persons. As we conducted an SLR and did not
involve any humans, the authors doubt that our research had
any consequences on harming the respect of individuals.

Beneficence. The aim of this study was to provide academia,
developers, and game designers with a comprehensive tax-
onomy about the cheating phenomena and outline potential
safeguards. By doing so, we are convinced that our research
enables developers to develop more cheat-resistant games,
also improving the overall security of games. However, our
results could also be used by cheaters to support the develop-
ment of cheats and thus harm honest players or companies.
As a response to that potential harm, we would argue that
our provided benefit outscales this potential harm by a lot.
All described cheats in our study were already published and
used by cheaters, and by providing a systematic overview
of technical requirements, we provide developers with the
opportunity to solve those issues.

Justice – Equity and Fairness. As we conducted a literature-
based study, the authors doubt that we harmed Equity and
Fairness of any group in any way.

Respect for Law and Public Interest. The research was
conducted with care not to violate any license agreements of
the publishers of our analyzed publications.

Open Science

We followed the transparency guidelines by Klemmer et al. on
how to report important study information to enable the re-
producibility of our results [74] and also aligned our artifacts
with the USENIX Security open science policy [119]. There-
fore, we provide supplementary materials that contain several
intermediate results and artifacts from our attack tree con-
struction. Please note that we do not share the PDFs of the
analyzed papers because some publications are protected by
publishers’ license restrictions that prevent us from distribut-
ing copies. However, we provide a list of all investigated
publications, including our used access links and the resulting
analysis results for each publication.

We also note that we did not preregister this study.

Availability. In the supplementary materials, we publish the
following study artifacts:

• Obtained Publications: A list containing meta informa-
tion, access links, and pre-screening classifications of
the 2,581 papers.

• Investigated Publications: A list containing the same
data for the 247 papers that advanced to the systematic
content analysis.

• Codebook: An export of our MAXQDA codebook.
• LR Classification: The card sorting result used for

the initial cheating and safeguard assortment using the
24 SLR and SoK papers.

• PDF Attack Tree: As our complete attack tree does not
fit into the page limitations of this paper, we provide a
poster-size PDF version of our attack tree.

• CATs: A flattened list of all identified CAT steps.

We host our supplementary material via Zenodo at:
https://doi.org/10.5281/zenodo.18428151
Usage of AI. The authors used AI for the following tasks:
(i) Language translation [33] and spell checking [50], both
in processing papers from the dataset and in writing this pa-
per, (ii) large language models (Sonnet 4.5, 4.6, GPT 5.2,
5.3) [109] in (a) providing information about concepts men-
tioned in the analyzed papers, e.g., “Explain LSTMs [long
short-term memory] in the context of neural networks,” (b) as-
sistance in distinguishing, and (c) sorting out duplicates and
follow-up works in the dataset based on paper content, e.g.,
“Highlight the differences between these two papers.”
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PB-2: Rewrite dynamic
memory

PB-2.1: Remote memory write

PB-2.2: Local memory write

PB-6: Get code into process

PB-5: Get execution

PB-6: Get code into process

Figure 3: Playbook PB-2: Rewrite dynamic memory.

PB-3: Capture network traffic
PB-3.1: Use packet sniffer

PB-3.2: Use proxy instance

Figure 4: Playbook PB-3: Capture network traffic.

PB-4: Read dynamic
memory

PB-4.1: Local memory read

PB-4.2: Remote memory read

PB-5: Get execution

Figure 5: Playbook PB-4: Read dynamic memory.
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PB-5: Get execution

PB-5.1: Use external process

PB-5.2: Redirect via hook pointer

PB-5.3: Use new thread

PB-5.4: Detour game process 

PB-5.1.1: Attach debugger

PB-5.2.1: Virtual method table

PB-5.2.2: Import address table

PB-5.2.3: Modify return address
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Figure 6: Playbook PB-5: Get execution.

PB-6: Get code into process
PB-6.1: Load code during startup

PB-6.2: Load code during runtime

PB-6.2.1: Overwrite game code

PB-6.2.2: Use DLL file

PB-6.2.3: Add to memory

Figure 7: Playbook PB-6: Get code into process.
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