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- Rust is designed such that memory - Semi-structured online interviews Perception and Understanding:
safety bugs are prevented - Piloting with three participants “There are guarantees that must be

- Unsafe Rust grants additional - Eligible participants for main study: ”“'Ohe/d that the compiler cannot check”
capabilities, but lifts safety GitHub users with contribution [It] provides y;L;ZVhI;ZZn‘;iQ/ limited set of
guarantees towards unsafe code fragments Assumption: “C mode in Rust”

- Responsibility of veritication on - Seven interviews conducted so far
developers, raising importance of - Analysis: Open coding Usage:
understanding deve\opers’ Sttt ettt : - Keys: Isolation.of unsafe code, (gafe)

. . . Tntroduction to the interview and obtaining verbal consent. | interface, providing documentation

(mis)conceptions and their S Yo \

1. Participant Background
pro Ced ures Establish participant’s background and their (professional) experience with ” / do N 't th | n/( too mUCh a bou trunn n g an

(unsafe) Rust.

unsafe block to call some graphics APIs”

" 2. Unsafe Code
R es e a rC h Q u eSt I O n S ]E){Xplore mental models, understanding, and experience surrounding unsafe ”/ wou /dn It waht my unsa f e Code to run my
ust. 3 Py
, , \ pacemaker
RQ1. How is Unsafe code perceived 3. Testing and Tooling
. Identify participants’ testing practices, supporting tools, and reliance on as
a ﬂd utl | IZed? well as vetting of third party codebases. . .
y Guidance:
”;1; Ormgpucyy Bwmariiy Pellcen wl Grokdaliom o \ - Keys: No project-related unsafe
entify guidelines and resources available to contributors, content and ap- - .
RQZ‘ |S Safe d nd U nsafe COde plicability of security policies related to unsafe Rust. . g u Idel INesS Or resources
understood correctly? e T, : \
\Establish code review practices and peculiarities of reviewing unsafe Rust. ) /1 N one Of the IO ro j ects / WO rk on rea / / y
RQ3. How is Unsafe code Veriﬁed fOr 6. Unsafe Code Misuse ) think too much about it”
secy I’Ity / S a_lj ety? Explore possible incidents of unsafe code misuse and their consequences.
7. Additional Security Measures A . J HI- .
{Identify additional measures that participants might take. Ask for sugges- M ISUSE & VU | nerabl | Ities:
RO4. What are the conseqguences when tions w.r.t. producing more secure unsilfe code. ) “You just fill an advisory, do a ,oatch
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Unsafe code is used incorrectly? Ontrs release [...] and you move on”



